Risk Indicators

Module 4: Unit 4



Chapter Aim:

Describes the application of risk indicators
to maritime, air, land, postal/express,
export and passenger environments
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Chapter Objectives:

You will be able to:

e Explain the roles of the targeting officer

e List and describe the 6 categories of risk
indicators

e List the 5 clusters of risk indicators
e Explain the use of risk indicator tables
e List and describe the particpants
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() Chapter at a Glance

Overview:

4.1 General High-Risk Indicators

4.2 Standardized Risk Assessments/Model
Risk Indicators/Profiles

4.3 Maritime Risk Indicators (Incoming Sea
Containers)

4.4 Air Cargo Risk Indicators

4.5 Land Cargo Risk Indicators

4.6 Postal/Express Consignments Risk Indicators

4.7 Export Risk Indicators

4.8 Passengers Risk Indicators



One indicator alone is not necessarily indicative of
the presence of a security or contraband
threat/risk as a combination of several indicators
increases the probability

Enhanced screening of pre-arrival information is
the most effective way to facilitate legitimate
trade while identifying high-risk containers, cargo
and passengers for examination

Pre-arrival screening enables Customs to make
an accurate and informed decision prior to arrival
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Analysts/targeters identify high-risk
passengers, cargo and containers through:
e Manifests
e Bills of lading
e Passenger lists
e Other important documentation

Analysts/targeters must be able to:
e Quickly analyze and extract pertinent information
e Make relations by combining existing information

e Base decisions on intelligence profiles created from seizures
and other enforcement actions/activites
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High Risk Indicator Categories

1. Carriers Manifest Detail
e Elements contained:

d Commodity

d Origin

0 Routing

d Packing methodology

d Consignee

d Shipper identification
e Closer scrutiny is directed towards shipments where:

d Carrier is documented as being a risk

A Specific crew are known to be associated with terrorist
or criminal organizations
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2. High-Risk Country Identification
e Recognized by:
d Cooperation with U.N. is poor/nonexistent
d Level of corruption for high and low ranking government
officials is high
A Toleration of extremist groups sympathetic to terrorist
activities
d Weak borders

A Little/No punishment for corruption within government
or enforcement agencies

d No money laundering legislation in place
d Ineffective authorities

d Government does not have strict controls to prevent
diversions of essential or precursor chemicals
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3. Commodity and Transportation Factors
d Routing of shipment unusual/not cost effective

d Shipment loaded/reloaded in port having weak/non-
existent security

d Container originates/transits a Free Zone having
little/no regulation

d Shipment is a consolidation with no identifiable
participants

d Packing method for commodity not usual

d Commodity shipped in wrong container type

d Set temperature not usual for commodity

d Commodity unusual for manifested country of origin
d Commodity does not match business type

d Commodity description vague
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Commodity and Transportation Factors cont’d
d Manifested weight not usual for commodity
d Commodity is Personal Effects
d Unusually large shipment for importer
d Importer has no knowledge of the shipment
A Drug source country of export/transhipment
d Unusual routing
d High risk commodity
d Dangerous Goods/Hazardous Materials
d Transhipment
d Unusual commodity for country of export
d Special instructions on boxes/documentation
d Unusual/lack of instructions on shipping documentation
O Address is suspect
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Commodity and Transportation Factors cont’'d
d Excessive weight for declared goods
d Manifest discrepancies between weight counts
d Unusual markings on commodity
d Unusual packaging
d Over packaging
d Highly odorous/scented products in shipment
d Vague description of shipment on documents
 Goods appear to be undervalued
A Illogical itinerary
d Volume within container
d One or more boxes are different than rest of shipment
d Commodity in container different
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4. Container Aspects
d Security seal
d Invalid container number
d Unusual open spaces in load
d Container type inconsistent with goods
d Temperature in reefer abnormal for commodity
d Unusual weight for container size
d Recent welding
A Missing cross members/corner castings/wall/ceiling ribs
A Filled in 'I" or 'C’ beams/cross members
O New rivets or paint
d New floor boards
d Unusual shaped corner castings
0 Missing vents
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4. Container Aspects cont’'d
d Vents incorrect distance form front wall
d Discrepancy between length of inside and outside wall
d Tampered support frame/door rods
d New putty on front wall
d Unusual markings/writing
d Vessel recently washed down with diesel/bleach
A Presence of bearing grease/oil for masking purposes
d Lead lined container
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5. Importer / Exporter Aspects
0 Consignee never seen
O Recent consignee
A Business not listed on internet
A Little /conflicting information through Internet searches
O Address is suspect
d No phone listing for business

A Sudden large importation for new/relatively recent
importer

d Importations too infrequent to support business

[ Established consignee deviation in routing/commodity
d Importer, exporter/vendor not on file

d First time importer, exporter/vendor
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5. Importer / Exporter Aspects cont’'d
O Newly incorporated importer or exporter/vendor

A Fictitious /incomplete importer/exporter/vendor
information

d One to one relationship

d Importer or exporter/vendor indicated as freight
forwarder/broker

d Previous enforcement

d Suspect employees working for importer,
exporter/vendor

d Inadequate capacity/resources for importer to import
A Inconsistency with previous importation patterns
d Unusual commodity for importer or exporter/vendor
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6. Shipper factors:
A Shipper never seen

A Shipper is established, but has new manufacturer ID,
with new foreign address

d No phone listing for foreign business
O Address is suspect:

A Shipper is a bank, Non-Vessel Operating Common
Carrier (NVOCC) or Freight Forwarder

d Shipper has never exported this commodity
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Food Stuffs
Coftee
Herbs & medicines
Cans of Sardines
Tomato Paste
Bags of rice
Maltose Syrup
Nuts
Spices
Tins of cakes
Drums of oil
Vacuum packs of pepper
Fruits
Vegetables
Candy
Sugar
Frozen Juice
Frozen Seafood
Soya Sauce
Biscuits & soda crackers

Known High Risk Commodities

Cacao
Sesame & coriander
seeds
Wine & liquor bottles
Olives
Canned meat
Fish meal
Tea
Clothing/Textiles
Shirts
Cotton cloth
Bales of wool or cotton
Bales of blankets
Pillows
Bathrobes
Yarn
Cotton gloves
Teans
Shorts
Shoes
Leather Bags

Machinery

Nut roasters
Automobiles
Auto Parts
Motor oil
Camper roofs
Boiler equipment
Tractor Wheels

Furniture & Household
Goods

Televisions
Ceramics
Earthenware
Porcelain
China
Handicrafts
Wooden Carvings
Rattan
Kitchenware
Cooking Pots
Tables
Ceiling Fans
Brushes
Mop Handles
Soap
Soapstone
Detergent
Pumice Stone
Cosmetics
Skin Lotion
Shampoo Bottles
Sanitary Ware
Utility Gloves
Rubber Mats
Candles
Dog Food
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Chemicals/Metals
Bags of aluminum silicate
Drums of Arsenic metal
Chlorine Cylinders
Zinc
Copier Toner
Fertilizer
Fungicide
Coal
Bauxite
Scraps of aluminum, iromn,
or metal
Lead ingots

Miscellaneous
Rubber
Toys
Rolls of paper
Plastic containers
Jute bags
Vacuum sealed foil
packages
Plastic bags within
shipment
Loud speakers
Nylon bags
Flowers
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Known Dangerous Goods that may be used in a Terrorist Act

Ammonia

Chlorine

Hydrogen Sulphide
(H2S)

Sulphur Dioxide (SO2)
Gasoline

Jet Fuel

Diesel Fuel

Fuel O1l

Ammonium Niftrate
Sodium Cyanide
Liquetied Petroleum Gas
(LPG)

Propane

Butane

Oxygen Vinyl Chloride
Carbon Disulphide
Ethylene Oxide
Fluorine

Hydrogen Bromide
Hydrogen Chloride
(Anhydrous)

Hydrogen Chloride
(Refrigerated)
Hydrogen Cyanide
Hydrogen Fluoride
(anhydrous) Hydrochloric
Acid

Hydrofluoric Acid
(HF)Methyl Mercaptan

aka Methanethiol

Bromine

Dimethyl Sulfate

Parathion. Ethyl

Toluene Diisocyanate
Infectious Substances
Affecting Human, NOS
Poisonous Solids NOS
Explosive - Blasting, Type E
Explosive - Blasting, Type B
Explosive - Blasting, Type A

Radioactive Material NOS
Radioactive Material.
Special Plutonium
Uranium 235

Uranium 233

Iiradiated (spent) nuclear
fuel

Uranium Hexafluoride
(UF6)

Cobalt 60

Iridium 192

Cesium

Americium
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Cluster 1

Mode
of
Transport

The following slides show
High Risk Indicators Clusters and their
Sub Clusters

111 Craft
LLLL | Overseas ports visited
LL12 | Regular routing of vessel

L.LL13 | Suspicious commodity from port of visit

L.1.14 | Duration of travel

115 | Unexplained delays

LL16 | Crew contacts in visited ports

LLLT | Crew’s knowledge of the trading route

LL18 | Departure ports on all onward fravel

1119 | Changes in schedule

1.11.10 | Previous history of craft (registration, flag, owner changes, cash payments)

L1111 | Concealment places known or possible

LLLI12 | Type of craft (commercial, speed boat, fishing efc)

LLLI3 | Commodity availability & presences along the route
1.1.2 Crew

1.12.1 | Crew member has a criminal background

1.12.2 | Nationality of the crew member

1123 | Previous travel fo high risk location

1.124 | Time of employment

1.1.25 | Patterns of crew recruitment and refention

Module 4 Unit 4 Risk Indicators
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Orperator
Ficiibous coospanies

e Censiamemants Sz or foo, 2 mecemdy formed commasy
1.X1.3 Uting mmsmal rouis
I I ] Faymeen of Cestonn charges for Swgss in cash,
1.E1.3 Achmres mxdoommiton on: ool oo con i gness
IX1.6 Place of Joadizg o ding weosiwe: prodoces of Tansit meaon
LELT Fredl conminar load monameeds
1.1.2 Goods
121 Groods mod consistant with insporter”s business
121 Mot wsual for coumiry of ongin
1233 HMot norzmal oo the habitml acthiny of the: consiznos
11214 Lo value consigmmants
1r25 Celleomive consignmans for the frarghe
1216 Che of weacon commodites
| By Uhiorerely mark ed pacsages
1218 Chilled frossm goods. at wrong, maperaraTes
1.1.3 Comrainer
1.23.1 Crovmeraibos bdstooy
| e o Nruing Raiory
1233 | Repes hiwory
1234 Aherations mads or mfixed damane
1.23.5 Type of corresodity morreal by carried.
12316 Contxiner ideriScation mmbems marching cormaimar ; atered or fctitons. oumshars
1.3.]1 Deermmesiary
1311 Tickat purchassd on 2 date close to deparsme
1317 | Ticket suppled & paid for by a 3rd party
1313 Tiuckst paid by cank
1314 Bassport issned by 8 dmg prodecing or sramsit ooy
131.5 Type of visa (i required) Inconsivent with the porposs of the tip & issoed by 3 3rd country
1.31.6 Vise obmained oo a date clowe br departome
131.7 Matozality
1318 Short Tp (retom afer T-T danys)
1318 Sanraral mehme joermens oo the sensithee commmies
131107 Encwiedes of 3rd party is minimeal (st or It mame ool
131.11 Passport issue-d jost pricr bo s of Sckot of departure
131.12 First ime mavel i in'from sensbitrere coumiries
13.1.13 Fasspor sz indicarie mommaross of comsant short top theations
131.14 Admstran to iterary i post departors (earky or del=yed memmms)
13.1.15 ical rooting
131.1& Biultiple bockings from or fo same location during sama timne pesiod
1L.31.17 Trrvel has musismen of wdersificaton required or nome 2 all
131.18 Trveller bas ooiminmm Soancial maasy: at hamd
13115 Toaller is precamsly unersloyed O 2 s0cial MeCUIity Tecent
1.3.1.20 Litthe or mo Wﬂm or costs {arline tokets or okl rewanatons )
13131 Tuckat has Baam
1.31.22 Ticket has bsan Joat or theowm away
13113 Cme-way tokat
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1.3.1.25 Numarous naeg changes oo ticket
13136 Location of el
13137 Type of address med (mmiling. postal box, sreat)
13T Verbal
1321 Uneallingness or mability b rephy o goestons
1323 mastiom: answered with questons
1323 Chanpes inwamsdon o eaplanation
1324 sdlance before anrwering qoeszoms
13.2.5 Voloble or overty cooperatves with the mchomites
13216 Broken or trambling woice
1.3.3 Non-verbal
13.3.1 Axvcdding eye conact
1333 CirrarinE ryes with Damds
1333 Fidaeting narcousky
1334 Faddling with objects te comiol anxiety
1233 Crossing a=d wmeressims tands and or less
1336 Farmanget nansos wile
1337 | Gulpins
1338 Turing pale or fushing
13.3.% i
13310 iate or ovemsired clothes
13311 Ul bulges o panom s body
1.3.3.12 Clothess 2o wmead ble for climae
13313 Tngegw 1s incomsiwient with length of Teneel
13314 Foatime mesponses comflict with sach othar
13.3.15 Hand to paouit coordimeyiz-d Wit reapooss
13.3.16 MModificatons/alirations to besgaee (incomaistency of owvete)
13317 Inconsistancy in apparsd
13318 Aprarsl I conflice with wamd postion or proposs of mip
13.3.1% Abcance of approporiaie apparal for reed paposs of Tip
13.3.20 J o i ; distact TenieEer
13321 By is rigid or siff
e s Parsom 35 tatigned o ted
1.3.3.23 Laoss of coordization
333 Bnysacally il
13335 Shiffing wwdehe frons foot o foot
13336 Saetting et
13327 Stommach appears to be divmnded
13338 Tmoshiing
13325 Toalks sboscoreally
13.3.30 | Adisting or playing with clothing, jewelry, eams or hair
1.3.3.31 Censtant licking of lips
13332 Fridercs of dry msouth
13333 Mancoms soeiching
1.3.3.34 | Navom or cosiant sxiffing or yawming
13335 Adar"s apmle bobhing
13.3.36 Carotid artery pulsing
13.3.37 Sy bloodkbot, diated, slazed or apidiy blmking
13.3.38 Bahsroiour is 2 inattemitiug, o o
13.33% Create: a distorhancs
13.3.40 J ) i ; conceal obiects Gtems
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Declared comedity s mmnsaal for air casgo (Jow el and'or bk wedzhd)

Unc cozran ity for commday of

L3502 Ganoralived carps desoipbon

[T E] Low valse consigmments —bulk goods

L5044 Umimal or non-riable loads

L5035 Che of weason commadities

L& Consisrement Sors benler to haslar

L30T Foad consigneent noies (TR} radeed by haulbar

LI0E Inccospleie or poorhy wrten docunseeds

L0 Foradble mloading Teloading in 2 3rd counmry

L5010 Carge lands isalf 10 conceatments

L3011 Abncomaalities m reinforcamant spadng, roofline, space eraean walls, mare tre wdze

I N Cozmmodiy 1 abnoomalby misd or Bk

L5013 Prowence of woft spots. e brempes or hollowr sonmdine

15014 Incoosishent weishts

L5013 Cozemeediny is inflaxible, has a pecnliar size or pliable

15014 i of almoation o i

L1501 Fist e Jrvver and'or valdcle:

L&ERT Y ehicles mecemthy purchassd

L5003 Unmarked oactor or Tler

1504 Hired macter or madler

L&0S Cash payer

L50E Lomded in sensithes sk region

LS0.T Adversely knowmn

1508 High ri:k combinatien (rebdcle & drver

LT0] Load'zocds am mitable for wxessling & load demity not susceptible: to comtrel without considerabls
dialay (1mloadiza ikes a lot of tme]

| I ) Lomdmoods am knomam. o be need as cowes loads for

L7003 Load/zocds coming Eops seadirme counttes of orien or of transit i wwoms of wreschng
(e Silk&Balkan romees |

L4 Use of umsmal rows

LT03 Load ha: boon sizrping for unusual leossh of tme in semaitive counities

L7086 Arry canh paymests

LT0.T 1Che of toam: apants

1708 Uzl dalbi Mt on

LED] Cozmocediny dogs oot peovich basizgss trpe

1LED2 Conmodity is parsomal affects & determined by othar cincem siamcss 1o e high misk

1LED3 High riik copmodiny

LED4 Transshipowrr costs prepad

LEDS Spacial imstuctions oo boxes or doecmmenmton

1LEDE Addracs is mspect — does not ft imporaton, does mot axist, is in mspect ama, post Offics (P.O) Box
foo privame person

LELT Mo phooe Listing for beingss

1LEDE Irporier e 25 eEmoTir
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Cluster 2

Revenue
Protection

2102 Fartic: am minor Operaios. 3
2103 Same bever and seller {commmity of infmret) 3
2104 Ceonsizmor andd'or Cons igniss: Coommparmy mecanthy b b
Torendad
2005 Consigmenants am noo-complying with the regelar b
businew if the comsd mmor and'or conzipnee
2105 Imegelar'obsourities obsansed or suspecied of x
cocirTize: in the activities of andier ransperts by the
opecator (intelligenco Information)
2007 Cash payments/Payments of Cestoms charges or b X b
Suight in cash
2108 Fictitons knows perom oo npanies X |X X
2109 Loading of pooeds in transit area X
2LO1D Genaralized dewcriptien of X il
Z2L01T Inconplote nconsivent docemanirt ondixdrmeo dom X I|IX |XT | X X
2 0.0.12 Collactive comuigmment for the fraight X | X
21013 Fictitions address -
21014 Revanne bisiooy of the X
20015 Inconsistancy with tha s brednass X
21016 Vaguo addess or Post Cifics (P.O7) Box 3 X
21017 First time importer and'or eaxportar 3 i X
21018 Chanes of mansws or radine stvie 3 X
2101 Enhhdpmmmﬂum:-mm b
21020 T costs oo X
210321 Use of posta] bomes or mesidental arsa oo addressmg b
JEp——
21032 False padicing list X
21023 Inconsistant usa of point of cearmmce nouting X
21034 Excassive amount of wasiaze X
2 L025 Excossive dalay botaoan inport amd processing X
ZI0IE Chsproporionats mpsort of 7w mabarials o X
momefactaring capacity
2 .0.27 Waight of sxport containes i boo busry or light X
2000 Blamny amendments. oo docemants X
2 1.0.2% Incormect classibcation X
21030 Abnoreally leng delay bewmen the imsport and woport X
SRR
21031 Subsotahion of cnmizal marmeefsctaring mumbear waath
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Epomrier is in couniry or arsa of mbenest

Ul sespect routing of comisemant

e b

Latbe pressexiation of Custom documessation

T eres of paymeet

Umml destination couniry

FPadiaging suspicous

Lo iprtiom om inoioe

i

EHigh inmmmancs cowt

[ re]

CH st o
Umsmal paymant mathod

Imar-co

e et bt

AIESr-C0 ESpITY PricIng
Dwedfiary address different fromn St shewn om the: Bdl
of Lading

Consizzenant Srons hasler to haslar

Rmﬂmﬂﬂ.ﬁu.:nﬂntm‘b-’.(ﬂﬂs] radwed by haular

ot &ocunweds

chu'hh-mhaﬂm.nnuha:lm.nm-i:ﬂ.rﬂmhr_r

Carge lands italf to concsalments

Apicnltural prodncts

Car tirg

Flactromics

_onsucton maranals

Timhar

Faminms

Teoartles

Frut & regeiahlou

Canorslizgd ipton of the

b M |

| (| b bl b i B

High dunyrisk poods

| Gl k|

Unlikaly market destination fior the poods

Bdeechandice has no coestry of ooigis mardicmes

Goods bave poorty translated ttes, instmoboms or
Labads

Criferantty merkod paciagss

L=t
i
i

Zood Zot marching road i notes (CxHEs)

Hndn-n-ft-:spn:tmm

|.1:-:-|:|:|:|.:.|5bl:|t'r.|'ﬂ1 goods

[ (%1 (¥ %1%
pafba| - el

eafe]  red

EI:n-cI:n:l:-
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IEI0I0 wummmmmmm
22021 D'm.h.rra.nﬂ.u'u.utu'rufmuds-:hmmm.u:h X
operted mmtrials
22023 Valae of exported goods is too lowr X
2033 Incormect declaration concarmivg, tho vakes of soods b
22024 Incomect or Salks declaration concsrming the goods X
3 i gimall
22035 Incormect declarsibom memarding S procovees =
nm:l:.:lh-tn-ﬂ.nn'ﬂnmud: during the procevang phaso
Pl el Dns-l:nnh.mu. of mbares b wonmre: commiry X
22037 Goods are taleccorminic ation of wWRaDCoTy in Datioe X
TTRIR Chmabty of the poods X
23 Encwm high fsk enods for valerton frsmd X
X030 Excapticoalhy high or lowr prices X
23T Ful] conmimar Toads x
22032 Low value consignmends {perdable foodsmd X
Srmrion, paper, edles, wood, chorcoal, hoesahold
il G i = WIth Macsquate or poorly preparsd. a
diocemnantarion
220.34 Goods Dot copsisbant with insportes”s business X
el e ] Dy [oads 1n reador untts X
22036 Lands imalf 10 concsalments X
ZE03T Trozem goods at wTony emperatoTe X
2T03E Found waichi X
23T Low value consigmments —buolk pocads X
22040 Umeml or nom-risbls loads X
2041 Che of wason commmodities X
22042 Comreryance srealls of ghse, soccownes coffes, dress, X
msothballs, ercssuos parfiome, excussve dendorier,
paim
2043 Conwoyancs is not proparty equipped for commeadiny X
on board Fafrigaras
T30l Lrmsmal spane: tres X
ol 1 e Ho plates on vehicla X
2303 Sz of rmparing to adr cleancr, enmme X
comparimeat, weals, doods, windoos do zot wark
T30S Uhmarked ractor & tadar x
2305 Fimt tme drrrer and'or welricle X
Z3.0.6 W aiac e Tecezely purchassd x
2307 Eired trachor or radlar X
TI0E Loaded in sansithoe rsk region X
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2308 Athmriely knowm X

23010 High risk rationality combination {(webicle & drivar] L

23011 MWsmdmmehm1 X
mxich

X

23012 MWlﬂlh:ﬁﬂnﬂmmm

3101 lnldamudsmruﬂﬂﬂnfmmd:]udlhnnrruntmmqﬂh X
b corerel without considerable delsyr (mmloadi=e takes & lot of tioa)
102 lnu#yndsmhn‘n‘nh}hnmndmmlnaﬁﬁrmm.g&iﬁdpﬂd& i
3103 Load'moods coomimg Bore seeadivere coumimiss of crmn oo Sremedt in X i X X
Cluster 3 ———
us er RN e of an unnsual mowks X X
J_ 105 Load hos bsen stzyiza Sor unnsual lemas of e in seendtive coumtriss | 50
EREY ] Ary cank X
ER NN Eppty wedoc e contanes X
ENET] Collactive consignment for the fraight 3 il
Drugs II0F | Unpeofesasonal packesing X
ENE AT Fruis & vegetablos e
d 3 1011 Plasioc bags 3
a n JF 1013 Terzlas X
J.1.0.13 Goods nod consisbent wiath insportes”s bosiness X X
Precu rsors 31014 | MNotnmal for comtry of ergin i
RN ] ot norzal Soo e habitml acthity of the consiznes X
JLE1E Loy value consignmeeds X
J_LBIT Che of weason commodities X
21018 | Differerly porked packagss =
J.L01% Chilled fromem po-ods at wrong Emparaos X
ER N Rl Wenghi imcomsisiens or o X
F L0621 Goods not consistent with supplier's bosinews X X
3 10323 Elnomm concealmomnt ridk X
31023 Goods Dot copsistant with coenty of orisn'destzaticn -
3 L0224 Wrong hareest seasom X
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x
X
X
X
x
X
X
3E03 Ficttoos and'or cops X X
3ro4 S, or. for a recendhy forme-d compasry X
JELT Jsing momemal rooting i
R T Paymest of Cestomns charges for frouight in cash X
FI 0T Adbmrrely koown conslgner oo X
3 L0E Full conmainar load oo aowends X
ERT ] Consigmonant to a fred ght formardar X
32010 | Indresniere inspermsioes
3011 Bdamdfost details Incomect' Dot peouing X
FELRTI Tack of ownar suppliar cods i
IE013 Coniines monher not geanring X
J 014 Parsom o parson cons gnresed A
J L0135 Bdamdfo st amandoed cancalled Sor me-axport X
IELTS The wa of mohilks or prepaid mwhils phone murhar as conact x
mumbeas. fior impeorind carpe
JEQRIT History of osmarship, roeting & mepaims X
ER ] Alteranons mads o eohsed damans A
3 r01E Tmﬂmﬂhm&rmd X
300 Container idertification mombers. paching comainar conspany, alorod X
or Bciiibows: mommsars
3 E021 Abnceralites m reindirceament spacns. roofling. space beteean walls X
FE0XD Frouh paint, near ewstal momldings, newr metal dhestng, new walds, X
mivels. woews balts
3 E0.23 False addisioes — floor, roof, walls X
3 X024 Cendition of mtericr X
FE03S5 Conroyances srealls of ghee, soceswnes coffea, dregs, mothballs, X
mumm:mm paint
I 036 Comreyancs is oot for commodity om board X
FE0IT Mo address:Post Cfce (P00 Box' Accorsnedation X
3 X028 o businews, especially fmt dhdpmants X
R ] wallor Dot m the: coamiry of asport A
I L0330 Forwarding coosparmry is shipper X
JELIT Fomsarding conspanmy 1s Dot Sy party i
3033 Port of lnading sddoss of shippar mot consi stent wath pors of exgsot X
3 L0333 Pori of discharm oot consiient with mporiar’s addraus X
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Tha carpo is prepaid by the operaior

Ltaig of rwane of ball of ladims not conmisiesd wxth voyags

Flace of issne of hill of ing mod consisbant wdith chi & address

TACEE O paint

Vakicls Eas bean rented (erpecially lamer)

Drovmer of lomy s Efferser fom the tamspost compamy

VVahicle Bos bean registered recantly

VVehicle doors mmmmal (heary whan opaned. wizdows don't 2o dowm,
Sioory plastic replaced)

Tme nes pewly pamied or bave wald corks

Beok condition dioeis not march Faal @nks

ke b

TWalls bonse pxivainge duvets

Floor i mot solid when tepped endarmeadt

Foof grees o when preshed (Gallow

Bty wrires Dot commsected and'or dion™t have feid

Dirivar 's ssespdcious belonrionr (nervcusness, incoochsive and or
conmadictory sateonants]

Yo ehic ke Fos two dimvars for 2 short distance jommeny

Dimivar's placs of bimth o drug sensiches ooy

Enomn assodate: In dmg samsittee coumry

Mo drivar for the taesport company

33017 % Co

bl B e e 5 I P e ] e £ e I I e

Passpern issusd b a S predecing or sansit

L'.'.p.uu.—E

[T [WF) Y ] T
Lo o i

Commry
Type of visa {if requined)) inconsisiont with the porpose of the top &
issmed by a 3rd cowmtry

Visa obamod on a date clows b departure

Mabozaliy

o ot e o e i i

Short trip (Fwins afier 12 darys)

Sevaral retrs joemmens w0/ o seenditee ComImTies

Imrpors documeaation o pas keamers bageage (e bdll of lading
comed prerant darts)

FloCemt o Samy Das Eport

Verbal

Omastioms answered whith questions

Changes. o versdon of explanation

wdlancs belore answanne qoes Lo

Vohlhls or ovarty cooperaitre with the amthorities.

ol o o | s
A e e ke e
st sl s el [ U i

Sroken or tembling vowe
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TWiat is or is oot conmmed in Tesponses

o

F418 Fosponsses st off repeating the inital questions X
F4219 Fosponsss. conflicts with noo-varbal mdicators X
342100 Cher senpbasiring boomsty or treSdiinos or professes Inmocemcs X
F42111 Crovarts. atsotion @aey from insecem X
343213 Arsorars ars mhﬂm.l: X
34213 Ansuars 3
I4313 sl Of ANSAETE — Boe DRst o tod sl i
343213 Charconfdent or over Siandby in axswrams X
I4IIE Erxma mlkarnspronvide: sxrmanecs: mormation X
34317 Chanpes impitch, e of wolume il
F42118 Conirzdicts prediom saumendt mada X
24215 | Tvades answseng qusctions -
34220 Bl2s selectne foogeduiness amaneais X
4330 Ao 10 goesiioms whowr Indhcaes [ack of knomiedes i

3.4.3 Non-verbsl

F43.1 Avcodme &Fe coniac A
F43.2 Covemizg eyes or mouth with hands X
433 F sty i
3434 Fiddling with objects te comirol amciety 3T
3433 Crosring & uncrossizg hamds and or Jeas i
3436 Permaneet nensoes waile X
343.7 Gulping X
3438 Twrming pale o flunshing X
3432 Sweanng X
34310 Imappropsiain or cveanizrsd clothss X
34311 Ul & 0N peareom 5 bady i
FA43.13 Clotes unswiable for chzmate x
34.3.13 Lugpaas is incomsdsient with bangth of el X
F43.14 Hoalime mesponees comdlact with each othar A
F43.13 Bfodificatons /alratons bo besaaee X
34316 Inconsi stancy in appars] i
7 3

i

3

X

3T

b

b

o

X

i

b

o

b

34317 Aprarel conflict with soed position

3 43.18 Absant of appropriam apparal for s@ie-d purposs of tap
34319 Atteerrpes to phryrically divact irend ewer

F43.20 B-D-ci;r 5 fgd or shff

F43.21 Parvom 15 Srtigned or tred

343323 Loss of coomdinortion

F 43103 Hinmocallyall

343324 Shifting woight frops foor o foot

F43.23 Shaffling feet

F43.26 Swomach appear: o be divnded

34337 Tmohlins

F 4308 Walks aomoomally

34339 Admsting or playing with clothing, jewalry. sam or hair
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Cluster 4

Security

34330 | Comsmamtbckingofbps | (X[ [ |

S h.mpﬁmﬂxahnoignﬂs X
350 '\ atn INCOTEYRIT Foiis A
1503 Ay cach payment X
1504 (Chet of bomm: azanis X
1505 HNo cartificaies of onign X
1308 Imporer anxicus e chiain goods quickly X
1350.7 Seals Zo zot agres wid bl of ladieg X

Umeml msmotinns X
411 Dwats slements reviewed te tarnser movemencs of birh rizk poods
4. 1L1.1 Coosipmor or consisnor code of eaportss o expors code
40112 Disscriptiom of goods or t2riff cods purber
4113 UNDHG (Uoited Mations Danearcess Goods) Nunsher (desgerons goods coda)
+ 114 Type of packoages identfcation
4 1.1.5 Bimmber of packapes.
+ 0116 Dol oo srore: e guua b fer
+ 117 Total gross wedzht
+LIE Total imroics amace=t
+L1% Curmency cods
FIILIT Flace of Ioadizg or place of loadins cods
2 L1.11 Carmer sdanittf catiom of CATTHGT maT
41112 Equipmees idant ficatios membar
+.1.1.13 Equipment wize and tvpe identfcation
+.1.1.14 Seal maxear
401135 Idantification of means of tamsport crossing the Bonder of the moxitory of the Comtracting Party or cods
4 L11E Wﬂumltunfmnfmmmﬂubuﬂrnfﬂnmnfﬂntmhﬂmr&h
FITIIT Cooveyancs Tedebence murber
4 1118 Tmm:h.mmnﬂ:ﬂd.n{pl\murcnﬂn
+ L1 1% Lusbomes odSice of axit or coda
4 L1200 Countryies of routing or cods
+LTIIT Farst peoat of anal or codo
41132 Diatcf tong of arrival at foxt port of armizal in the tomitory of the Contracsing Pasty or codo
41123 Coosizres or consisnes oode or impoarsr or importer cods
311939 [Won o= notfy pasty code
4 1.1.25 Dhaliary des Exation
+.1.1.26 Apear or agem code
4. L1327 Umigne Comsdsmmasnt Raferencs Momisc
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Cluster 5

Other
Prohibitions
and
Restrictions

0T comsignor code or ox coide

Diescription of goods or t2nff code muimher
4203 Flace of lnading
+10.4 Idenification of means of transpor? (wewmel nams, vehicls mmber, mchding lamd, sea, air & il
4203 Equipmeet idant fication membar {comainerrahicle oumbhar. includes bind, sea, air & il)
4208 Fimst point of amival (ncludes land, seal & rail)
$ L Louniryies of rouhng | relevant bor rensst b
4108 i O Consmes cods of Imprsn of Sporie cods
1105 Ulelinary desbmaben
41010 | Uit of measmme
42011 | Grow aedghe
42012 | Tenshipront place
42013 | Corier (nchdes road, sea & radl)
42014 | MNoi
41017 | Rogiswmod moomliy of means of tensport (nchides road, sea, mil & ar)
42016 | Agent
-1-..-_I}I 17 | Viryags membar

Forwardmg % coda | of an [ T doCImants

F11 m:['-:-.

SL1.1 bo-froon sansithes sourco o o' from money CROs

51132 Ticksts mh:ﬂnﬂmmﬂnﬂhhﬁm(cmhmdmmmﬂmumﬁ
purchaved the tcket & te mvedd pricr chocks bedng madic by authoritiee]

5113 Oldimearty Fvvoed passport (newsely 1ssned passport, travuller only recmted te transport psoney, o
normal el Old passmont, lock for Srement el to sansitve WOUNCE COMIETIGS OF IONGT
Lesdaring corsres

L1.4 Charall credibility of reason for meiul

SL1.3 Poadtive daabtase checks, inhlligunce inforosdion

SL1.& Asspoiations with local wespects

FI 17 Priodty check-mn, o check-in. amining [aie at e g2%. Largar hand bold Incsage allowancs 50 can
carry larger amsounts of cash

5.1.1.8 Changes b itnareary — et sarby and'or vay las

L ARE:] FEort sivy i the comery [lock for long distance taew] wath only a short sty o e commiay)

L110 Booking mads by 2 3nd party

S IL1.1IT Clodins — “I0art Aopearace

511.12 Fregeancy of el to region — over & short pertod (professdomal corerier]

5.1.1.13 Trawel plans ncoesdsiet with ssed cocupadon

51.1.14 Frogoancy tronvel for “holidans” by mmansplonved social wecority pecipioeds

5.11.15 l-Exing new clothing to which pruseneEer reals Unaccastomed

L1116 Passemzars, whe check in Sar hold lupezge in rexcasble tme, but oo Soough securiny checks or
presen thenselves ar the gate at the bast possdble mnmweers:

L1117 The addros: of resddencs or dommicile does ot cormespond o the: persen s Exancial amanmemsnts

S LL1E Thas pertes changs: addrasser Seoaents

L1.1% The perwoa cannot mmediaely provide addicomal idensScation dooumenss

3120 Identfication decumant: appear o ba ummwed
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Tha ool pwrrumants o5 30 acoount amw transfers to or from abroad

A prmiaie account 15 wsed bor buaanes: rulsted tansactons

of large amoues or fequend sxclonees Sof e oot related to the customar's busizass

Lo LAl LA L

Exchanae
T:m.u:in'ln Counities that fense oo ordnsry relaSon o the costomer & pessons] of prodesaons]

.L.]1 Eik prefiles o detect suspecied persoens

3211 Bfst ame nsnalhy moalke & cingle althoegh evidencs of wife & childres should not allay sespdcions.
Ty offen tamges singls paren: fSaxrlics o Sain sccess 0o the ckdldren or oy hanw voems osiemeal
kridzs])

3112 They may el alone or with parizer of the sapw wx

3213 They can come Som amy wocial backeround & be of ay age

3214 Blight be oavelling with yoems children

3215 Ther offea work wit, or ame imohsd with chdldmm & yvouns seople (Imessdsaton cases have
mrenbred teachems, sport mstmotors, social anodoars wcout leadars)

JX1.6 Fﬂm.lMcqumtm&Mﬂmmhtafﬂm:gﬁﬂdjmmmmﬂyﬁﬂmdm
tham.

3 21T melated memws w o collections of i of children

S E1E Erodc referwmcs moaarial or records, diary soizies of actml acidesces of child abusa

AR OING Teerh Wil P 5 hne egularty changed sogplovmant & even thear zame & address

SELIO Edolidans o kmvomm cantres of child sex tourdzm

TELIT Professional & ASSOCIALONG

Cargo
3311 Loads goads ame soitsble: for wvesssivs & load dessdty not snsceptbls o comirel withoot comsiderstls
dley {tmloading takes a lot of time)
3312 Incomect comarsion of irpsarial 10 metTic Tes SITGnsEnts
3313 Load socds. are ksoam: to be meed 20 convar loads for somesled goods
3314 Falsified or fake import & seport docurensason.
2313 ‘Umanihonzed ammendments 10 Iport expart docimenia oo,
33 1.5 Falsified or Sko heakhphryios andiary documserszton
31T documentaten
3318 Differsre countries of crigin shows on accompanying docomants
3319 Waight of shipment axcess for declared coommodty
33110 Mo proper description of goods
33.1.11 Load'goods conmng fom seosdtive' sospect comimes of ergin or of rznsit in woes of oomeeling
3.3.1.13 Uss of an unnsual souin
33.1.13 Dieclamed spsacies umumal in mads
3.3.1.14 Spacies on documersation Joss pot ooour i ooty of ooein
33115 Incormuct mame of speciss of Species does not axst
2311 Load b been sizyng for unnsual leasts of thme 1n samaTitve coumines.
33117 Any canh payments
33118 o imporsr decails showm, ooy retshs agess
33.1.1%9 Umeml delivesry insorucbons
33130 Umemal or Tack of etactions oo chipping docasemnts
33.1.21 Roquast to beep chilled. Eeat dhis is not reqge-ed
331.12 Roguest for erpmet kandling
3.3.1.23 Foquest for i to avnid carteis St poimts
331.24 Beomws ooy wanrmings of dangenoos coniset. wech & venmmons makns
3.3.1.25 Beomes camry "Boe andmads” or “This way mp” stckers, or benvs air-holes
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A O Iooe e Tast

53137 | Goods are pwwving under camets. ATATIR
5.3.7 Persems

3311 Roubing mng to'fromn sensitve sourte

i e

ing (rzwellng iy
Cath paid Gckerw/bonghs at minnis e bookings (cash paid o anotd andir el o whons prercia sed
the ticket & to awodd pricr chechs baing made by authoribes)

Charal]l credihitity of reason for el

A ||

Pondtios daizbase checks, imtellizmncs mformation.

LAILA

Short sy in the coumry (lock for long disianoe el with caly a short sty i S commixy)

Booking made by 2 3™ pariy

[ ]

Frauguancy of tmsel to sensishos regbon — over A short pariod (professional couriar)

Chill or conler bomes sean in lnsaaee

Larpe amonnt of lncsaes

eairamaly heansy

[ P I Y (Y

Associaied decumentaiion or indicative mggaae sg dovizg. i

Seoapmant
Lugeags cames  Love amreals or — Thus Way op sockars, of s aar-holes

A

bl of o o afa sl bfial bl
!-J !-J !-J !-J !-J !-J !-J !-J !-J !-J !-J !-J

| 2l 2] | |

ih
I
(=

i Taanvibalioy ing for clicexie

Gemeral Indicators

Sormree & transit coumiries of comcam.

(¥ =

SospLaons
Bdathed of trareul mmspicions

E.nomm prodaceds
Senpect Fod-Thars

A | ] A

LAILA

il it il Pl Pl i P B P
For =1 1 =Y Y e

[ ]

Incorpivie o poorly wrtien documends
BdiscladBc ation or mes ipvtion for eramiom.

L=

artion or oo sdesonpdion for siasion ppases
Excassive waght & morfut of goods (with Tegards to the daclare.d mxtime: of the: comisnmant,
Deceaidty 1o confing alpha, bata & samres v

Perzems

—

oasdonalihy
By, and' or wsers mor idantfiad

i i) s

Fommwer filed nsinssumes

E

| e e
[ ] !-J !-J !-J

A LA
o | e i | )

I

Indirasors of illegal experrs or dverson: of high technology & mozdfons isems, or services

reluiing b these reams

Custoroar is willmg, bo pary caak fior kdeh value onder radhar than use 3 smdard methed of pavzoent,
witnich usually invnboes a letter of coedit

Cusbomear is willng to pan wall n excess of market valee for the comrmodites

Borrhaser is relactamt 1o pronids informeation on the and-wwe or end-mear of the prodnet

Frol commipnas 15 2 trading or speoat company, Eeapht foewerder, or ofsar anitty with no aprarsnt
commection 10 the purchawar

Cusbomar appears mxdamiliar with the prodoct, it applicaiton, suppert squipoent or parfoonance

Packaging TequiTeess 20e mcons sient Wil the shaoing mods of destmahon

Customnar Fas Euls or oo bosmess
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Customar et lnes the normml semics, Taming or myalhtom comract

Product is mappropriamby or unpeedos sions! by pocdioygeed oeoodd wmed re-tamed boess., hamd letarmg
mn Beu of printing, ahemed labals or labals that cowee old ones]

Smmm.jtdm:mtﬁlﬂupud:.n&:aﬂmd

" e are Moo stent with the commodity dewcobed

CrpeTaior
Mo businsss. sspecially the fmt shippizag

Fregquant chomes of Custors offce of soiry and'or Castoms broler

h;mmm'ﬂ:.hcd WO TS || Lot 1 panc s inSne T tan.)

Fictitions

Flace of orisinloading

Frums is mot comdrmant with comiry of orgin shippma

Dielfvary dastsytion suspicions

Clearamos of goods 2t Costoms office far frooe addmess of comsismes notify partydelivery destimation

Goods

‘ncomect decumenmary information

Incorplot
Hio proper desmipion of gock

Mo descipton of panant e centactizg, minsher lettar of credit

Load goods o keoam o be weed 26 cover loads for somggled goods

Umsmal bandling instrocizom

Valme incomsistent with declared goods

roods coisasozable

S'uEu:l.mpa'hgmg
Dhiffientt o exanine pocds packagmna

Fruight valoe is incoondsieat with declared goods

L s IaCOmslshant wath declamed

Good: Mect Frequently Stolen

=

Sxmll wirn, Fagh-raine goods which are saxiby comosaled: mobrerwem, anbmms by, antqoo
watches, rarw coins, ouniyres, e siznops, decoratve itoms

LA

Artifacts from ancient civilizations vedirranean bazin, far East, hidde East)

el

(1 ]

Pripsitince art (Bladk Africa Cantzal & South Amegice AsiaPacfic)

Paintizgs
Somas, artifacts takan from el digs — whethor om known or unlived archsclosical sitas

-l

Carimes

T ) 1Y ) Y Y

[* =] =]

Icons

e | e |t | et e | s

hA
-

=

Adeans of Trasgport snd Place: of Concealmeni

Foad vehicles

A ||

Railway slesping cam

bl i

Elomss repwrwal containeTs

]
[ 1 Y
o |t | bt | =

-l

Cbar comtaines (tonosaled among othar goods]
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ELE G ox aggaze

] | nporstal parcsls or sxpress counier ibanss

5.7.3 Modus Operandi- Coeds

Incomedt ankt heading o sade 3 icence repiTeemen of A0y Oihes SoComeniary Ieqursmant

onds noixed i wnith others (aeesaral st instoad of an itemized imroics, miwed with highake

wroks of art, collectors” itapss or anfqaos)

Falsa declaration of origin o s1ade a probibetion
Goods split mbo difSerent pars: valwmable obgects declared as sevaral packzges or parts. Thass

mooomlets poods are Jr-'m:.hm‘d‘mputmﬂummm: I':E:mnm'nlhm‘._hg urdra'n'ws]

mmﬂﬂmﬂmmmmmmﬂ .-:.rl.':m aﬂm.en. :l..:mtl.uus-erh:umﬂ: orbilEearated,

=]
=i
I
o

=4

L) L L
i | bl

LR R
=] -

LAl kAl A
| |

e

L bl
[N (1

=]
=]
L

=k

=]
=1
o
i

G-u-ud.chsail:-udm mmvmh.un.n]uaﬁ-fmhm of orizin comcarmed

5.7.4 Migdms Operasdi- Documesits Packspizs L astoms Procedures

el

il
E |
| et

LA LA LA b

el e

Vary carefzl pacikaging not cozsitent with the description of the eoods or the valee declamed for the

goody

Dhelfvary Instractons

specml mamongn amls or s Ry up marked oo the boxes, becmetcally setled packamng or
mot normalhy sncoensred with the typs of poods declared

Semyrmary dispaich node presanted at expostaticn certiSed by wxparis (who ofien bavs not besan. shows

oo all the

Tempomry Insportzion & sxportion procsdimes. [osed as cower for clande stine broving & wllimg

activites of brofaring o te pwask the accexmelation of assets abroad)

5.7.5 Modns i =

Lhspaichead roen a comminy neaghisvorng 3 wanaineg couminy of orom

Dhspaiched fromn, o bound for & conmry knowm a5 a woeld cenber for desabns m wocks of ars

(reving'selling)

Couniry of oo gin/dispatch’'destmation knowm for “pamalle] trading ™ permament arfiques markets, flea

ks, collecton:” Sirs, official muctions, private anctons

5.7.6 Alodus Operasdi- Sensitve Conmirie:

Countris: plagued by confacts of polical mstakdlicy

Archaeological sites wiich are: open to msass tourizm

Placas of worship in coenimes whare thery are less wall protected
5.7.7 Modus Operasdi- Persens Companies

17.7.1 Baief, Sregquant tips, wisas in the passpart

3772 Profession which iz kigh-rizk, weey geoeral or vaue: mesarchar, antigoss dealer, archasolomst, dover

(Bor culteral poods om S sea-bed, womechs. enenlfed cites)

Heanry volenmnoes bagaass, mamy hagmigs feem. axress: bazmigs or no bagaaee

Artinity not consivent with that usualhy persued by S ipporting or sxporting company concarmed.

Coppamy maw 1o the sector of activity concermod

“Tmufcmmmynm.hnmmlrﬂnmuhnufﬂnﬁmnﬂ:.u:&mﬂngnm

onitsves & adives MoIITeCt oF

15

-1 B
o G Bs il B il il o

=

o La

L

LA
|

Y
|

Ll iy
bl i

LAl by
=d] =

e
-
-
[

LAl A by
=] =

b

i |
Lol b |

i [ i [ il Bl i i

g,':
|
|

Beld ar in the
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Intellectual Property Rights (IPR)

Production of counterfeit and pirated goods
results in:

Loss.of revenue

Damages markets for legitimate goods

Affects economic stability

Corporate revenue loss

Loss of employment

Inhibits creativity/development of technology

Inferior quality/construction

Failing to conform to national standards

Threat to public health and safety

36



Right holders
e Use high-quality packing material
e Pack their products properly

e Label packaging with quantities, item numbers
and bar codes

Physical checks are crucial to identify goods that
are high risk for counterfeiting and piracy

Officers should look for inconsistencies
‘Anything out of the ordinary’
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Document-based recognition

Goods description — are high-risk goods involved?
Vague description of goods

Country of origin — known source for counterfeit/pirated
Country of destination has reputation for demand
Nature and quality of the documentation

Sender and importer/consignee? Do they have a licence?
Place of production

Routing of the goods/means of transport

Declared value of the goods

Size of the shipment

d Terms of sale/delivery

d Lease arrangement of the container

COoOO0O00D0D000O
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Packaging-based recognition
d Appearance of packaging

Goods-based recognition
A Quality of the goods
d Labels and marks on the goods
d Product details
d Multiple trademarks in one consignment

Module 4 Unit 4 Risk Indicators 39



Environmental crime

Ozone-depleting
substances (ODS) and
hazardous waste

Risk indicators for illicit

trafficking of ODS and
hazardous and other
waste are similar -
operators use same
routings/stratagems

5.9 Environmenial Crime

551

Goods

5i2ll

Falza tariff loading Thizg incormect Castoms codes — {0DE): Cheovical subsiamces ars
described by thair trade names, which are not mffciesdhy descriptive. The cheomcal namws rm'hn--.-n'_r
sizvmler & it v difficalt not to confiise what is bazmod & wiat iz kgalhy taded wwder the Protoco]: sevaral
chansicals are awigned the sazoe Custon: codes

tporied'exparied. For 0005, the cheomical narg, TN idensifying zembar, ASHABRS, CAS, tanff codes
& meds namas presemt on the various docemants st designats tho same chamical

=13 Dieclarod a5 eqeipment CFCs are Eequantly declored 2 aqmipmens. wach 2 reffigeration sgquipmant.
CODODTRL FOTE OF 200 DA
i9l4 T sbippagm io svoid providing a requized docmment
I ] False declarztion of copm. (oot described nod memally raded Ty the comnery of ongm: veniy that tha
mmyufn&gmnnhvnf&nﬂmﬂhmmlhlﬂmr
3914 mumwwmma{m
L e Chiming virgin 005 25 msed, ‘recowered , moaimed or mecyclsd : Dificult to detarmine wrhether the
substance is virgn o reclaimed. Wh&dmﬁmmm&hm};ﬂnﬁ:ﬂmmm
i bo ansure: that the sxporiizg country bas mecvcling capacity. A list if mecycling & mecliotizg capacites
can be obtained fooom the Omeze Secretarizt. Cestoms could comtect the Naticoal Czons Unit for moose
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L. L] 1 10 e Conmgnes T 1= the special Insoucions

598 Couniries Concerned
3HE1 Fotannal Wege| somroes of ULs: Lagal produstion 1n minsnalwed counimes | poemimes not oovaned by
Arficle § of the Monirea] Promcol], ilege] prodnction in those mme couninies (prodocton axcsedng the
it e by the Protocal, sepecially Sor tamstten economios), & legal prosdiction in developing
countrias {covansd by Amticls § of the Montrsal Protocal)
Diealoping countries
Ciountrie: in condflict or which are unstable

Incoterms

International rules and standards for

interpretation of trade terms used in

International Trade

Formulated by the International

| | e e e |
T i Chamber of Commerce

== N e [ —p—

EETE BT | em SRR

- G £ - e e e b e s g s

e ‘.‘._":.-F.'.'. s E2 = - http://www.customs.gov.au/webdata/resources/files/Incoterms.pdf
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Indicators for Maritime will vary for
different countries depending on:

e Functions of the seaports

e Performance of pre-arrival tasks in ports

e |Legal obligations of supplying shipment details

e Time requirements for providing shipment details
e Technical capabilities of Customs systems
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The Supply Chain is a complex system
and knowledge about the role and
activities of those involved in the
transport of commodities is very

important

Insufficient knowledge may cause
ineffective recognition of risks that may
be present in incoming shipments
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Shipping companies
d Owners of vessels are ‘shipping companies' or ‘carriers’

d Often represented by an agent (ship broker/shipping
agent) who handles Customs clearance formalities

d Large companies may represent themselves

Q Others may use a 3™ party known as ‘specialist
shipbroker’

d May provide detailed information about
e How long a container has been en route
e Whether several shipping routes can be used
e Which vessels container may be carried (schedules)
e At which ports the vessel will call
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Stevedore
d Completes loading and discharging of sea-going vessels

d Shipping agents advise stevedores which containers are
to be loaded/ unloaded

d Are potential targets for bribery by criminal
organizations especially in ‘rip-off modus operandi
Ship broker (shipping agent)
d Used by companies or private persons intending to ship
goods by sea
d May provide information about:
e Has someone presented himself in relation to the
shipment?
e What is known about further transportation of the
container?
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Ship broker (shipping agent) cont’'d
e What is the container's history?
e Has there been an update of the information on the
Bill of Lading?
Forwarding Company
d Provide services in relation to transport and storage
d Can perform all Customs formalities
d Draws up Bills of Lading called *House Bills of Lading’
d Has to contact a shipping agent to arrange sea transpor

d Shipping agent draws up a Bill of Lading using
information supplied by forwarding company

[ To conduct proper risk analysis when actual exporter
and importer is not known forwarding companies should
be asked for a ‘House Bill of Lading’
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Storage/warehousing companies

d Areas authorized by Customs for storage of bonded
goods

d Staff have ample opportunities to smuggle goods

Consignor/Shipper
d Always found on Bill of Lading
d Provides information about:
d Actual exporter of the commodities
A Traders that do not produce goods themselves
d Forwarding companies

d Companies owning manufacturing plants, but have head
office elsewhere
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Criminal organizations

Infiltrate enterprises by buying/investing in
insolvent businesses

Utilize expertise, connections and reputation of
the company to conduct illegal activities and
target company employees

Known to have shares or own transport
companies and/or import and export firms
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Modus Operandi examples
Identity Hijacking
d Well-known, bona fide company is mentioned as
consignee on Bill of Lading
d The company is unaware about the shipment
0 Shipment will never be delivered to addressee

Rip-Off ——

d Drugs are stowed in regular
shipments destined for
companies having nothing to do
with the smuggling

d Consignor and consignee
unaware about the contraband

d Accompanying papers do not
show any irregularities
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0 Contraband loaded and
unloaded on the terminal

d After removal of contraband
the container is sealed again

O Contraband usually hidden in
bags behind container doors

O Contraband also hidden in
refrigerator compartments of
reefer containers

A Easily accessible as
refrigerators regularly need
maintenance
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Smuggling Cocaine

Refrigerator compartment
accessible
from inside and outside of
a reefer container
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Cocaine inside the floor
of the reefer container

- Cigarettes in the floor
% of a flatrack container
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Flexitanks
d Shipping method for wine, fruit juices and other liquids

d Large bag (synthetic material) transported in dry goods
container

d Before bag is filled with liquid contraband can be placed
behind, beside or under bag
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Information
on
a

Bill of Lading

Shipper: BEL Nr: unigue number
Name & address of the consignor/shipper

Consignee:
Name & address of the consignes’addressee

Notify party:
Name & address of the company or persen, which has to be mformed about the armval of the container in the port of
destination

Place of loading: Pre-Carriage:
Place where the container 15 loaded on the canving  Possible earlier transport (name of the vessel)
vessel

Veszel: Port of leading:
Name of the vessel on which the contamner 1s Port where the container 15 loaded on board the

transported vessel

Port of Discharge: Place of Delivery:

Port of destination Place where the container 15 to be delivered
Container number: Declaration of goods: M3
Prefix and number of the container - Humber of packages cubic metres

of the container - 1 x type of container
{for example: 20 st container)
Seal number Said to contain (STC)

- description of the goods
- GW : gross weight
-NW : net weight
Clean on board
This section may alse show remarks, such as transport mstruetions, HS CODE and other notes

Costs of freight: Meathod of pavment (freight prepaid or collact)

Way of transport: The way the container has been loaded and will be discharged (FCL/FCL, LCL/FCL, etc.)
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1.52.1 X Subject of 2 rw enforcemsend alart

1.4.2 Cliame

1.4.2.1 First Custoos declaabion

1422 °F Cash parymant

1423 Not monticnesd on mamsport doomments

1.2.2.4 Faahee to clam: preteoemcs

1.4.2.5 Oniy mlephors contact

TZ3 Dulivary

1.4.3.1 Slow to be delhyersd

1432 mar oz o obmin

1.4.3 3 Betomed undolinered mobice of arzzml

1.4.3 4 Croammight siops

1.4.3.5 Unusual timswe of delivery

1.4.3 5 Dulivsey address 2o the same as on. the
docunwrrs

TEnpert donimean
1.4.3.7 Privam residumcs

1.4.3 % Salf shorase nmits

1.4.3 9 Marchant hanlags
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An
example
of a
Shipping
Invoice

Airport Equipment Co.

Industrial Rd

SHIPPING INVOICE

Tarmac City, USA [—— WT0LED
(=" H [ R by
SOLD TO: SHIP TO:
BEC Alrport Autharity BBC Alrport Autharity
AEC Municipal Arport AEC Municipal Arport
2222 Birpart Rd 2222 Ajrpart Rd
Barport City, USA 00000 Aurport City, US4 00000
Saisa Farnon [ Fa Shiy Sriping Mwthod Fol Tarma
W, Jones 120087 &i52 Diesriinadon Diua on Racaipi
ore Uk Pricss Teial
1 Cless 111 ARFF Truck, Mode £3222 5 200,000 0D 5 800,000 -l:l]
SUBTOTAL 5 800000 JIIJ
T™E ifwenpth § 0 00
TOTAL 4§ B0OL00 [0

Plasse remt paymen Alfpa Equisment O
THANK YOU FOR YOUR BUSINESS!

http://www.invoicesamples.org/shipping-invoice.php

Module 4 Unit 4 Risk Indicators

Physical checks reveals
indicators in the quality of
goods, the packaging and

the stowing

Risk indicators cannot be
determined by documents
alone

No one technique or tool
is infallible. Employing all
available control means in
combination with physical
checks and stripping or
partly stripping a
container will ensure
nothing is amiss
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1.1.1 Poor (low) quality

1.1.2 Expiry daie

1.1.3 Poor (low) packazing {(umprofessional)

1.1.4 Ummsual smell

1.1.5 Unndily loaded

1.1.6 Loaded in an nnwsual manner for type of goods
1.1.7 Mot consistent with doouments

1.1.8 Same goods in different (marked)) packages

1.2 Marks & 1.2.1 Lack of them [}/ )
Numbers

Post 1.2.2 Poor description of contents

1.2.3 Inconsistent with country of ongin

= 1.2 4 Inconsistent with sellerimporter
Arrlval 1.2 Weights 1.3.1 Mot consistent with documents
1.3.7 Defects
P h a Se 1.4 Cube 1.4.1 Mot consistent with documents
1.5 Seals 1.5.1 Broken

1.5.2 Forged (manipulated)

1.5.3 Mot consistent with documents

1.5.4 Mo seal

1.5.5 Padlock

1.5.6 Mumbers not sequantal

1.5.7 Compromized or tampered

1.5.8 Inferior fo industry standard

1.6 Container 1.6.1 False additions {foor, roof and walls)

1.5.2 Bad condition of interior

1.6.3 Traces of frech paints or new welds

1.6.4 New mouldings, sheeting, rivets. screws and bolts

1.6.5 Mot consistent with documentation

1.6.6 Incomplete container oumber

1.6.7 Manipulated container mumber

1.6.8 Shippers owned

1.6.8 MO {modus operandi) somzsling

1 Gate Comtrol | 2.1 Delivery 2.1.1 Delivery address not the same as address of importer (CME)
2.1.2 Foreign driver for nationsl delivery address

2.1.3 Ummsual routing for vehicle in terms of plate nomber or
natomality

2.1.4 Dmiver - suspictous behaviour whilst driving or whilst being
checked

Module 4 Unit 4 Risk Indicators 64
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Cocaine inside
false wall

Cigarettes
inside
mattresses

Roof of
Container
(tank
container)

Wall of
Container
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Hidden Wall

Charcoal
Impregnated
with
Cocaine
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Recording results of physical checks

e Date

e Time

e Place

e Container number

e Description of the way the container is stowed

e Description of the packaging

e Description of the goods

e Condition of container, noting visible signs of repair etc.
e Seal number/s

Module 4 Unit 4 Risk Indicators 67



Air Cargo shipping process participants
Shippers
e Individuals and manufacturers
Freight forwarders

e Companies that ship packages on behalf of individuals or
manufacturers

Air cargo handling agents

e Process and load cargo onto aircraft on behalf of air carriers
Air carriers

e |oad and transport car

Main area of concern is the chain of custody between the
various entities handling and screening cargo as it moves
through the system

Module 4 Unit 4 Risk Indicators 68



Pre-Arrival
Phase

1_11.1 Mot traceabls

112 Bxiject of a lawr sxforcemant aleet

1213 Dhestiozable meprstatoa

1.1 3 Address

13,1 Accommodation address

13,1 Hoisd

L33 Incopplate

1.3.4 MEsspelled

1.3.5 Mo sddress

.]3 &6 F.D. Box

T Shippear mod based & country of shipmoant

.]3 S-Tnhphlma-ﬁ:l:

_1.3.% Mot traceabls

1.3.10 Was use=d in a previous

e | e | e | | wf e |

A5 11 Addwss mm.di-o'uﬂ:mdhu-ahutcr_rut’
Alazizimass aomhdn,

1.14 Stafns of

1.1 4.1 Compamy withont actiwity

_1.4.7 Iwohrancy

1.4.3 New conpany (recsathy staried)

1 4.4 Hot comsivant with shipoar & ine of businos

.1.4. 5 Eromopsic partneachip with comaimmes

1.4.6 Sepposed famiky elatiooshin with consignse

o el el e i

1.4 7 Forsarding

DAY SOMSpRETY
1.1.4.8 hresular patiers = iipaoants

1.2 1 Nams

1.2 1.1 Mot traceabls

1.21.2 Fimst shipmant (nevrer seex bafors)

1713 Mwalled

12 1.4 Fomwarding consparmy

1.2 Advsmsaly

1.22.1 Provicashy detected

1232 Sobject of a law soforcemant alect

1.22.3 Cmastiomable repemton

1.23 Address

1 13.1 Accommodaiion address

1.23.2 Hoisl

1.23.3 Incoogplete

173 3 Mmmalled

12 3.5 Mo address

I123.6P.0 Box

1 I 3.7 Hot traceabls

1.23.8 Place of discharan nod consisot wath meportes

COTIIETY

1 23.% Telephons ourher

69



12311 %Was need in an carbior smugeling cas

1.23.12 Addross u:rm.l.ni:l:-m:l:l.n-ad.h.‘l.a.]:.l.rhu‘:. of
llesitirats acaty.

173.13 Contins “Tn came of "~

1.24 Staens of

11241 Compamy withowt activity

1. 742 Insohvancy

12 4.3 Mow conspany {recenthy started)

1 T4 4 Gondu mot consi shant with e of besimass

11243 ]ir\:vmm.cpmw.lpvmhﬂqu

L2465 with

T2 7 Hisaey of

12351 Has recemthy boen taken over

1.15.] Fregeant chonpes o owmners 'disecbors

11 5.3 Frogoant chonpes in basinass acthaty

II.4 Freguant cianges 1 bosinges name

1.15.7 Fregeant changes of address

T2 & Crmars 7

I I6T1 Adherelyknowm

1.1 6.0 Sobyect of Low enforoament alart

[ I 6.3 Fregeant chanpe of address

12 &4 Rosidezt albroad

1.2 Tneport

271 Frst ompostxhon

1.17.0 Fost immport of type of poods

12 7.3 First import commiry of ongin

1.2 7.4 Uhecea || meorthad of tramegeort (oot ke

1.17.7 Infrequent imporis

1.51 Amrway Bl

1.31.1 MNumbar not consivient with aigpoat of loadms

1.3.1.2 Dreng of Zraaing up not comsdsat wid date &
tme of

1.31.3 Phs of dearovimg up not comsisted with the
ooy of

sbipping
1_31.4 Dosen't el i rapid movamons

131.5 Indimect rowtesillogcal Toutmg

13.1.6 Lack of firihar transport infoomeatiom.

1.3.1.7 Transibed suspect ooty

1.3 2 Trassihipenant

1321 High risk commtry

N3 ) Uresreeo | poee

1.%3 Track & Tracs
wite of carmiars

1331 Indications of fregmlaritios

1.3 4 Arport of

13471 Anpoet of discharse not consiwent with IMDOTIET &
commETY

discrarzs
1.4 1 Desaiption of

1411 L vague. anshi us OF nacoaae:

1412 el detaaled

14.1.3 Consclidaied cargoe

T3 13 HE code s Incoasisieed

1 41.5 Mot typical for sode of et

70



L ¥ e
1413 Arailability in the commry of destmation
1413 Difficult to sxamsizg
1.4.1.4 Mot feaaihls
143 Origin 143.1 Mot a regelar axport product
1.43.1 Mot 2 resular impeet peodnct
1.4.3.3 Sowrce comiry
144 Usual Pattern | 1441 Uneeeal packagimg
1.44.2 Defects m weight
1.4.4.3 Kound weight
1.4.4.4 Che of seawon commoditias
1447 Umsol gromping product
15 150 Comsigmes / 1.51.]1 Reimroed undativared notice of amhval
Ferwarding Hotify Party
18 Qrchers 1ol Costof Lal] Fre-pamd
Fraigi:
1.61.2 Prrossive for type/muantitrtahe of crgo.
T8 Handlmg’ L6211 bpernl (sl Insmchons
Accoming
Indrmrmtiom
1.6.1.2 Coniact
1613 Pesther trazsport msuchoms
163 ArvayBill' | 1.63.]1 Mot on tiew

e

Module 4 Unit 4 Risk Indicators
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Types of International Air Waybills

d *Airline air waybill’

ePre-printed issuing carrier
identification

d ‘Neutral air waybill’

e\Without pre-printed identification of
issuing carriers

eUsed by other bodies than air carriers

Electronic Air Waybills (e-AWB) used
between airlines and freight
forwarders having:

A Electronic data interface (EDI)

d Where country of origin and country
of destination have signed the same
treaty governing e-AWB conventions
and protocols

SUMENT ATRWAY HILL
e 675 [0 VY
GTS fhac 14 01 2 3
§86 7856 |55
EE—
T ‘ | e |
o 1 ) 1% s 0 o |
11 l | N “i
| Hi | -
\ . (RN
A e | | -
| It et p— —
e
L LY ‘_1‘(‘ A — E——
b e i | Lokt uy i
00
v ool st od (s S 1NN
N . [ Cownd b4
bl ‘ ""”:" “m.\t &
[ PAND "
5;‘( ALUN I AP i 0 .‘ il
SETIRIUM T L S AU AN
S T
L1 wrighon o Comant | Trosh b

http://www.grabairdeals.com/airway-bill/

Module 4 Unit 4 Risk Indicators
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Handling time for air traffic is much shorter than
when goods are shipped by sea

Time for analyzing air cargo is very limited

Physical examination or scanning of all air cargo
is impossible and would only adversely impact
operations

Document review and analysis must be
conducted, similar to the maritime environment,
to identify shipments of higher risk enabling
deployment of resources for physical inspection

Module 4 Unit 4 Risk Indicators 73



Arrival
Phase

L
112 Mumear .1 Mot comsrsent with date of 15511
2 Lack of punshar
1130 1 Drabe: of fewas oot comststent with pariod of
1.1.3.2 Mo dat om imaodce
1.1.3.3 Indication: of Bl doe
1.1.4 Pro Foros 1.1.4.1 Remark ~for Cesdoms coby™
(Fand)

=]

.1.4.2 Ramark ~for repair cahy™

L5 ] Romark ™ for Costoms omby™

1.1.3.2 Romark " oo repair cahy’
1.1.5.3 Remark "no charae”
L.1.6 hdorks & L1.61 Lack of them (M)
Dumbems
1.1.£.7 Inconsisiont wdth shippen Ersorbar
1.1.7Desaiption | 1.1.7.1 Genoral, vague, amshignous or nacourais
of Goods
1.1.7.3 Uhemwealby detailed
1.1.7.3 Mot mentiozed on. (Flonse) LB
1.1.7.4 HE code is inooersisioet
1.1.7.5 Mot typical for mode of rassport
T.1.E Cragm LIE1 Hot a regular axport product
1.1.8.2 Mot & regular fmport produce
1.1.5.3 Soaroe country
1.1.5 mal 1.1.5.1 Uhreseal packaamsg
Fatem
1152 Dsdects 1n wessst
1.1.8.3 Found waight
1.1.5.4 Uzzsenl wohies {m3)
1.1.5.5 Defects in mumbsr of packagss
1.1.5.6 Che of sesson coommodities
1157 Umesal grorsing prednsts
1.1.10 Cowar L1101 Commodities have bean nsed for smmegling
Load bafom

1.1.10.2 Difficelt to cxaming
1.1.10.3 Availshility in the commtry of destzation
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L1.11 Valisa

1.1.11.1 FighT.coar valne in relytion to e goods
1.1.11.2 Fhigh'Towr fraightveeramcs costs in milabion fo
oods

¥

.11.3 Kound arncemey

.11.4 Comnmodity s mot cost affciive to ship

1.1.12 Paymesi

111 Prepaid

112 Cash

1.1.13 Crthars

-13.2 Contact{s) kas mo relation woith saller fomortor

.13.3 Strompe fax or wlephoos:

ouosheais)
134 Tocuments are not proparty signed 1f pegored

1.7 Sellery

1.2.1 Mo

o i ] i
| e [ | s | e | [ et
-

Lad)

B

1.1 Mot Tracsabia

[T Fomt chipmnant [never sean bafors)

1.3 Mspalled

I3 Hot menbicesd on (housa) AV

1.2.2 Adhwrssly

o b i b
FJ IFJ rJ rJ

2.1 Prwnionzly detected

1.2.3 Addmss

]
B
(K
K
| B
K
|
(K
[ ll}'ﬂ-asmndma]nmimmm.gglmgcm
L

IIJ IIJ FJ FJ IIJ IIJ FJ IIJ IIJ FJ

Llll.ll'.d'.dl.lll.ll'.dl.lll.ll'.ﬂ

11 Address or neighisceerhond hes & history of
il.hgmn actiidny.

1.2.4 Seates

1.2.4.1 Compary writhont acthity

Insohmocy

e o r{pecanth: wtarted)

13 Bayer

1.3.1 Mamo

F

-3
-3
4"I'ut|=eu5|. vt with Eve of brosimess
-5
X1
1

e I e o ] [
'.lJIIJFJIIJIIJFJ

3 3 Foxrmil —— T
ot traceatle

1.3.2 Advarsely

L.3.3 Addmss
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1.3.3.5 Importer ot based I comery of deatination

1.3.3.0 Telephone mumber

1.3.3.10Was used i a prenvions comggpling cass

1.3.5.11 Address or neaghborarhond has a nshary of
ez timate actiiny.

1.3.4 Seares of

1.3.4.1 Copspamyy withont activity

1347 Insohmncy

1.3.4.3 Mew cooparny (recenthy started)

1.3 33 Hot consivent wiih Exe Of bsinass.

1.3.4.5 Ercnorsic partneaship with sollessazsoatar

1.3.4.6 tapposed ity relaticnshe wath seller wxporter

1.3.5 History of

1.3.5.1 Focanly taloan crvsr

1.3.3.2 Fregoant ckampss of ownerns dimctors

1.3.3.3 Frogoant clampes of business acthity

1.3.5.4 Fregoant ckampes. of bainess name

1.3.8 Orommers |

1.3.6.1 Adverwly known

1.3.6.2 Podnt of interast

1.3.£.3 Fregoant ctemees of addreswes

1.3.6.4 Fosides abroad

1_3.68.] Antecedemis

1.3.7 boypecet

1.3.7.1 Farst gt

1.3.7.3 Famst et o2 type of Roods

1.3.7.3 Famst Impoet commtry of ordsd

1.3.7.94 Unrrea | pathod of zesport (oot known)

1.4 Cazioms

L4.1 Ashersely

1.4.2 Clhiont

T.4.3 Dalary
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X

a
p”

Airfreight
Precursor (GBL)
found when
Customs notified
by carrier
consignee was
unaware of
shipment and
refused to claim

Declaration STC
26 watch/
jewelry samples
at low value. Air
waybill stated
shipping charges
in excess of
declared value.
Counterfeit
watches found

Module 4 Unit 4 Risk Indicators



Post arrival phase requires
use of techniques including
physical controls/checks and

non-intrusive evaluations

Physical controls and checks
in the risk management
environment engage one or
more of the five senses

'sight, hearing, touch,
smell and taste’

Post Arrival Phase

l IIOIPootGm?qﬂhn

03chw-jpndnm£{m6nman

1104[7mnl

1.1.0.5 Unadily loaded

1.1.0.6 Loadsd = an maseal meanner for type of goods

.1.0.7 Not consistent with documenes

108 Egal good: in diffarent (murked) package:

.1.0.9 Axpears to have been taxpared wath

.1.0.10 Instucson manual photocopied or 2ot mcluded

1.2.0.1 Lack of them (N/M)

1.2.0.2 Description poccly tansiated

-2.0.3 Inconsistent with country of erigin

20,4 [aconsistent with seler mporise

.3.0.1 Not consistent with documsents {zarks and mmbers)

3.0.2 Defiocts (pliysical check)

2.1.0.1 Delrvery addross not the same 35 a330ss Of oot

2.1.0.2 Forsean driver for masonal delivery address

-2.1.0.5 Unmual rowang for velicls m terms of zaxober plate or
Natiomality

2.1.0.% Drover - suspiciows bebanons whilst Gving of Wbt bezz
Chocked

Module 4 Unit 4 Risk Indicators



Land Cargo
e Supply chain very similar to Maritime an Air Cargo
e Documents

d Invoices, packing lists, certificates of origin,
health certificates, consignment notes,
bill of lading,
house bill of lading etc Steering Wheels

4
4

*‘X\ Door Frames
e

Module 4 Unit 4 Risk Indicators



Arrival
Phase

L&3 Addwss

mmj:r_r
1.6.3. % TalopSore mormbear

1.6.3.10 Facilities are not consimtent with tvpe of goods

1.6.5.11 Wan mead mn am sarler ermessims cans

lﬁﬂlc-lddrnsserm,d:.hﬂuﬂmﬂ-d]n:ahlmrc{

L1.5.4 Sinbes: of

et activity
1.64. lﬂmn;:m'_rvmhauta:m'nj'

1.6.4.2 Insobramcy

1.6.4.3 How company (recantly siard)

1.6.4 4 Foomomic parsaruhip with shippar

1.5..5 Supposed =iy selatonsbop wah doppar

1.5.4.58 Tinnsual conshization of acthities

T.£.5 History of

1.6.5.1 Has recantly bean taien owar

L.6.& U !
Chirectors

L6 Iogecart

-2 First import of ps of socds

':' 3 Firwt insport comntry of ongin

4 Unnsual metheed of tanspaort {mod kevommy)

-J -J

.5 Infrequant imgsoats

L7 Goods

1.7.1 Deaoaption
of Ceowceds

1.6,
1.6.
1.6.
L6
L7

1.1 Genarsl | vapne, anbdemoos oF EScCTTEG

.7.1.2 Unusualby detailod

173 e

2.1 Mot a eenlar soport prodect

=
¥

=
¥

2.2 Nt a.:rwuh:r.l.lrp-u:tp:m-dn:t
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1.1.:0.1 Arwendmants

1.1.0.2 Bad spallmg

1.1.0.3 Frased tams

CIossng
1.3.0.2 Indwcatices of false date

1.4.1 Mams

1.4.1.1 Not macuahis

T 3.1 7 First shipooenst (oenvar sean Beeoda)

1.4.1.3 MEs

1473 Adhmrsaly

TEZET Fremously desecied

1.4.2.2 Subject of a by enforcament alact

12225 Gusshonable repuiaticn

1.4.3 Addws

1.4.5.1 Accomrswdatico addweas

1.4.3.2 Hotal

143 5 Inooenplebe

1.4.3. 2 Mhsspellad

1.4.3.5 No addmass

1436P 0 Box

1.4.3.7 Shippes not estzhlicdbed in cosmey of shipmest

1.4.3 B Carmiar not evabiished in comntry of depasturs or
dewsmaton

1.2.%.0 Talepboms mmnbar

1.4.53.10 Mot macsabls

1.42.5.11 WWas mued m 2 prenacms s rhmg came

1.4.3.1T7 Addreas or neishbouriecd bas 2 bistory of

T3 3 b of
Coosamy

illsgitoom actvny.
T 4T Company without aconaty

1442

1.2.2.5 Now company (Tecantly stared)

1.£.2.4 Foonomic ip with i

1225 Supposed famty relanionslop with convzes

1.2.2.6 Forammdmag commany

1.4.4.7 Irmegmlar pattem in shiposeres

1.5 FKoate

1.5.0.1 TFomsnal yowbe:

1.5.0.2 Seanitive in erms of wmesshing

L.6.1 Mamo

1.6.1.1 Not traceabic

1.6.1.2 First chipesest {menvar sesn. before)
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-7.3.5 Dubacts in mombar of packasus

7.3.8 Our of season comrsodities

1
1
1.7.3 4 Upusual vohome (m=d)
1
1
1

1.7.4 Corrur Load

1.7.5 Vabsa (3if
samd’ rrailable)

.3 Foommed armsoomts

21 Impart

2.1.1 Lagywout

5
1.5 ommodity 15 not cost eifect e o shmp
1.1 Apsendmants

[ R S JB REE QER] B

2.1.2 Mumisar

.1.2.2 Tack of mombar

2.1.3 Data

[ B8] 5] R [ RN g B | BN v

1,31 Dok of issnm modt consi shant wath paricd of
ship ey

T 15 P Foona

[

[ [
i =i

|

(B 1

21.6 Mok &
humbers

[ [ B R

2.1.7 Description.

Falis
=l
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ot a

i SATRCT
2 '| R “‘fcta:wﬂug:itm:t

2.1.9 Ulmal 2:1.9.1 Tnnsnasl pacdkaging

:9:5 P

2.1.10 Covar load

111 Valem TILT E.Ehlﬂtimm:mhtmte the Eoods

1.11 2 Hegh/Low Geishiinsuranog costs in melaticn to tho

E

113 Fonesd amsommts

.11 4 Coommandity is not cost sffecthee to ship

L1121 Fropaisd

122 Cash

.12 3 N pnvment conditions messtioned

2.1.13 Ctihars 4 .13.]§'ﬂ|muﬂ", stmcticos

132 Comsact{s} has mo rulation with sellarimporss
.1.133 Strange for or mlsphone embar{s ]

.1.1 Mot Traczable

2.1.12 Paymeat

I.II.I .ll.ll.ll.lﬂ I.lI.ll.lI.ll.ll.ll.ll.ll.l!.l!.I

[ g

8 ] L B

2.2 Seller’ 2.2.1 Maoa

[

T 2 15 First chipmwes {mover sean beinma)

211 Auhmrsely

2.1.3 Addwss

22 3 5 Hot maceablc
2.2.5.10 Was rwed in provvions semggling cass
2 2 3 1T Address or nei ghbowrcod ks 2 hfsiory of
illegitoamn actdty
2.2.4 Siptes, of 2.2.4.1 Company without actvity
Commparmy

2.2.4.2 Insotvancy
2.2 4.3 Moo company (Tecanthy stamed)
2.2.4.5 Not conmstent wrth hine of busmess

=.2.2.7 Economic perearsbip with fmporer
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2.3.1 Mamo

2.3.1.1 Not taceehis

2.3.2 Adhmrsely

2.3.3 Address

'\'I'Jsmdlnd.

5 No addess

A P.O. Box

.V Not maceabln

.B Inmportes not based in coemtry of destization

B Talephome membar

10 Was uﬂdm]&m srmgalmng case

Ewwwwwwwww:.u:w!.l

2.3.4 Seates of

T oy oF

2.3.6 Urovners

6.2 Poi :
[ 3E|'uqun:|t-:'h.m.p: of addrasses
6.4 Bacides albooad

6.3 Juerhonabls Hopeshon.

+.3 First imsport Comniry of ongm

2.3,

BT

23

23,

2.5.7.2 First import of type of goods
=

23]

2.3

23

24

2.4 Crasbomm

2.4.7 Chant
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Recording results of physical checks in Land Cargo is
the same as all other environments

e Date/time/place
e Seizing or physical check officer

° Contraband Se_lzed Passenger Bus — behind hand
e Consignee/Shipper name/ luggage storage smuggled

address (cargo) cigarettes found

e Name/address/date of birth/
passport number/sex

e Vehicle type, owner/
identification number

e Route of goods/vehicle

e Concealment method

e Description of the packaging

Module 4 Unit 4 Risk In



Lorry
Concealment




Tyre
Concealment
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1.1.0.1 Condition of tmcktrailar

Post
Arrival
Phase

1.1.0.2 Ne plaies on waltacle

1.1.0.3 Marks: {no name of the carmiarchant |

1.1.0.42 Commeryarea of mgistation

1.1.0.5 Iepervomalized cabin

1.1.0.6 Co—drmrar'passenger

1.2.0.1 N registration

CA%e becore

2 Dwiver!

2.1.0.2 Suspicios: bshaiowsr (naromesss, mooncksive
or'and coomadistory ratsonants))

2.2.0.1 Excanthy starisd as drivar

2202 Becanthy swnad 1)

2.2.0.3 Driver osmsa/ T naot valid

2.2.0.4 Advenaby knoon

2.2.0.5 Subject of & Ly enforcamsest alart

2.2.0.6 Has crimnal records

2.2.0.7 Crosmar of S trock tradler

2.2.0.8 Cash paid for the transport

2.2.0.9 Has teee driears. for 3 chort distamcs

2.2.0.10 Driver amd co-drrear hanre difurent nationalitiou

2.2 01T These [acks knowledan of commoity

3 Trwck'

3.1 Phrysical

301 Szals

3.1.1.1 Brokmn weals

3.1.1 F Brolimn Tinen

3.1.1.3 Mot consistent with the decomeanis

3.1.1.42 Tampese=d weals

3.1.1.5 Droors cam b opeoed withoet taidns oot the seals

3.1.1.6 Forged [zamipulased)

3.1.1.7 N saal

3.1.1.E Padlock

3.1.1.9 Murshers noot sequantal (looy and sroiler)

312 Comditiom.

3.1.2.1 Unnsable spare tires

somnding

3.1_1.6 Incomarimat waehis
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3z 3.2.0.1 Munsharing - Umsmal fctitios:, incorplois,

T et ekl o ray e declaed o
33 ool 3.3.0.1 Poar (low) qualiry
T Fapy e

3.3.0.3 Poor (low) packaging (unprodussinnal]
3.3.0.4 Unpnsual smedl

3.3.0.5 Untidiby loaded
3.3.0.6 Loaded ix an sl pommar for type of goods
3.3.0.7 Not consistent with documents

3.3.0.5 Eageal goods in diffsrars (zorked) packazes
TAMaE & TI0 T Lok of o= (W)

3.4.0.2 Duscription poarty transixfed
3213 Incomastent with coumiry of ongm

3.4.0.4 Incomsisteat with wller impartar

3.5 Weishtz 3.3.0).1 Mot conustent with documents (marks & mmbars)
3.5.0.2 Dafects (phryuical chack)

36 Cube 3.6.0.1 Not consistent with doauments
11T/ "/
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Remember

A single risk indicator is
not necessarily indicative
of the presence of a high-

risk movement or
shipment and may not
provide enough reason for
examination

A combination of several
indicators increases the
probability of the presence
of such a risk

1.1.2 Advarmly

L1.1.3 Addrwss

11mpcsmm-an

1.1.4 5aams of

1.1.42 Mew company (mosnty stared)

1.1.4.3 Ehipesent not comsistent with shippar’s Hng of
businocs

1.1.4.4 Economic parmarship with consionos

L1475 Suppesed fomly relasicoship with comsdsmes |

L.4.6 Forw ‘accormedation commpar

1.2 Consizmes

111 Hama

L.
[ 111 Het

1.2.1.2 Fist skipenant [nevrer sean bafizrs)

213 Misspalled

TIT Al

1.2.1.2 Bubject of & law sofoccezmmt alart

L.2.1.5 Lracshonable

1.2.3 Addres

TenatI o
3.1 Accommedation addmess — PE Stome, Madlbowas eic

32
3

7 Mot traceables

8 Ho posaal coda:

10 Telephoas/Sax ourshar

.74 5ams of
Comagamy
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3. 72 Fixst et of Type 08 good

A73 Fuwmtﬁmcmﬂfmm

.1.7.4 Infrequent fmmports

275 Mgﬂmnmd'mhm-d Import
3.1.1 Ganeral, vagne or amibdgaces

25 5ot o o v e of e Postal shipments

s e dl'€ transported by
1.2.5 Hashory of 1.2.3.1 Has recanty besn tken ower .
e Compuny l.lﬁll’rnq:.m_:h.ang:uct’aw?s-'di:tm Seal Iand and alr

e e e e and are delivered

L.2.%.5 Frequem chamases of address . .
I 1251 Advexsely ke to the international

[ 1 G Eubject of & Bw enSECeEnant 2Lt -

163 Fragus chags of i postal processing
1.1.7 Tapont 1.2.7.1 First ixmpont p | a ntS

E

1.3

L.

1.3 Goods 1.3.1 Dascmption
of Coods

312 ol deild The Post must
e 1 i min e emsmms | SUDMIt to customs
1313 Aaailahiliy = m:-::ﬁms . -
— e ———— authorities all mail
B E— 05T items which are
1.4.2 Uhml 1.4.2.1 Dafcts in waight .
— By e e travelling or have
1.4.2.3 Crat of season commmodity
1.4.1.4 Writtan noses/cods: om axtesior or packaging travelled

1.4.2.5 Umesealby brrge chipowet for addrevies
1.4.2.6 Fotmmed endalivared notios of axival

1.4__"|'I:.'-|:III:IE 1.4.3.1 Cost of mail'coarier pmich bighar than cost of goods internationally
Tt
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Documents
e Customs declarations
CN 22 and CN 23
e Airway bill is issued
in express courier shipments

LCy2772804508

?‘Z&W T

Customs Declaration CN 22 w= Sender's Declaration
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Detached from FS Foim 2076, Jonuary 2024 Post Otfico Copy
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Caada lo USA Dichraonendowaneds ~ CN23
Customs Declaration Canada aum tats-Unls
CUSTONER: o corepbeg read bdcdiom ootk CLIONT ; gt commghlr, vt s bhtons 4 e
A 0 MWL e ﬂlﬁm-(m T T TETWLIN 0 10 00 L b
LI S0 mrviiatd i) (vt B i o LR T L) j
wwn«munwru WL 0 e ot A ooty o ) o . 5 ol
PUCH L S g 0 M e 0 1 S R “ll
Vit oo feye | The e | W T X
[~ ) lunuu\ e —— ) !
|1ou hwtod ook badnnl| | sk et a)
[ s|l }
T " TITTT U MU o | ~
Gomly 1l Orge ey Vot (7 A
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Argrom rice it by ol St i 8 gkt ]
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Sesaosr’s DEdanten endemrs . W22

Declared as ‘baby dresses’ with a low value/indications sender and addressee
were relatives/ 20 orchid plants found without presence of CITES licence

Parcel South
America to Europe
Addressee- private
person/Consignee

address-hotel

Contained
children’'s clothes
and 1 tin of
powder milk
0.5 kg cocaine

was found
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The Supply Chain

Universal Postal Union (UPU) is the forum for
cooperation between postal sector players

e Perform an advisory, mediating and liaison role
e Provide technical assistance
e Define the rules for international mail exchanges

e Make recommendations to stimulate growth in mail, parcel
and financial services volumes

e Improve the quality of service for customers
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LY

Lo ot rgan e e ke 2
=rEt ye ruuﬂ“.m.

Outgoing mail declared as ‘wood carving’/value 100 Euros/Sender’s
not traceable- fake address/ 1 rhino horn discovered

Declared-‘documents’

Description of
‘documents’, have
previously been used
as cover load for
smuggling narcotics
but also money
laundering
Module 4 Unit 4 Risk Indicators




Customs officers do not always realize that they set eyes

on different risks almost every day, as risks are not always
visible at first glance

The logistic chain is a very complex and criminal
organizations take advantage of every possibility to
develop and expand their illegal activities

Smuggling of
cocaine in a
shipment with
declared
‘foodstuffs’




L1.1.1 Mot Traceabla

1.1.2 Advarwly L Provicasly detected

Elnomem
Subject of a low endorceonant alert
Joestiomable repoaiton

1.1.3 Addroes Acoormmadaton sddmess

.1.3.10 Facilities are ot copsisteet with kind of goods

-1.3.11 Was nsed in 3 prenvioms smmggling case

.1.3.10 Fmad] addmss

1.1.4 Soams of the

HHHHHHHHHHHHHHH
oA
0

.1.4.1 Corspamy withost activwty

1.4.2 Insohuaocy

1.4.3 Mew conpany, mecenthy starisd

1.4.4 Mot consisent with G of besinass

1.4.5 Econcmic parinsaship with, by toepsorter

1.3 & Fpposed family melaticoship with boyes ssooisr

1.1.5 Fastory oftha
Coopamy

o | wd g e | e | e

1.5.1 Recsrely tivan over

.57 Freguent changes 08 wnemns doecions

1.53.3 Fregueant changes. of business acthvity

.53 Fregoant chanpss 0f Paaness Dame

1.1.6 Dumeers’
Chimgctors

e s

1.6.1 Adversely knowm

.1.&.2 Sxbjsct of Lo enfoooament alart

1
1.1.6.3 Freguent chanees of addresies
1.1_&.4 Rosidext abroad

1

11'."En:l-:rt

.1.7.1 Fost axpont

1.2 Buyer

1.2 1 Mapw
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13 Misspalled

1.2.2 Advarsaly

1.2 Sohject of Lo enforcansmt

1.3 Qesiomable mepaiiion

1.1.3 Addmnss

@

1 = Y o Y O

:
|

g@??@%ﬁ

e

1.1.4 Saams of the

vt | | e [ | wd e | e w fwn | w fwn | g [ | g

b ks | ks ks | b b b b is| bsis] ks ks ks

with the &

1.3 Imvedce

1.3.1 Lapout

= I T [ P (5 e
(KX LRV] LY Q] PR R ] ] [

1.5 Bfomipralaind {indications)

pet | pen
L

1.6 Inconsistence with othar documsenss

1.3.1.7 Foomat inconsiwiant with thosa previonshy issued
by tho sansg:

S LI party
1.3.1.8 Without a loge or with a loge wiich is mot
omsis et with the Hing of besdness

1.3.2 Meammiear

1.330am

i
I

/
!
E
i
i
g
i?

i
|
:
i

1.3.3Pm Fooma

1.3.5 Copmpecial

g
3

1.3.6 Mipoks &
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TRELE OF =

1.3.7.2 Umsmaly detadled

13173 Mot meadoned oo declazanion

1.3 74 Mot comrect for FLS -code

1.3.7.5 Export licanse'CITES aic

138 Cmic=

13E] MNota

TeEcwr sxpor: pooduc:
1_3_E T Mot & regelar fmport prodonct

1.3.9 Thmal Pathars

13591 Umnml packasing

1392 Defects n wweight

1393 Fomnd wmicht

1354 Umismal soloee (3]

[ 3157 Delcts m mumhar of padiages

13 9.6 Ot of wawon commodities

1.3.10 Cowsalicad

T3 1.1 Dhishcult to axaming

13 102 Copenndities bonos boan nsed for sxrmeslme
Tmafiomm

1311 Vake

I3 111 HighTow valse n relation o the goods

1.3 11.2 Eligh'low costs of Brud el msaaace inrelaton
1o the goods

1.3.11.3 Found amcrexd

1.3.11.4 Comsondity s not oot affocte o esapart

1.3.12 Paymant

13,121 Pre-paid

1.3.12.2 Cash

1312 3 Mo paymaent condition mantionad

1.3.15 Cuhars

1.3.13.1 Spacml ImstmcHoms

1.3.13.2 Coniact's has no mixticn with sellar inesoginr

13133 Encovoninr of sirenge I or klepbong
ezl

1.4 Costoms

1.4.1 Advarwaly Enooms

1411 Provionshy datacted.

[ 41T Sabject of b anforcamant alar:

]-'I-]_"IQ'mb:um]:llnm]:lm

T 47 Chant

1 411 Frrut custonss, declaration

1 4 2T Cash prymamnt

425 Unly ielephone comiect

I Phnzacal

2.1 Goads

2.1.1 Ganazal

(=
=

11 Peor {Jow) qoaliny

14 Loaded in an unusnal xannee for tvpe of goods.

1§ Mot comsistent mith

docomants
16 The waame goods o differant (mecked) packeses

LT Umzmal szoall

213 hliarks & Nhembars

= | Ltk of tharn { ML)

2 3 Poor desaiption of comsents

¥ Inconssient woih comniy of oftem

I 4 Inconsisisot with prosdecarseller

T1.I Waights

1
L
1
L
L
L
_1_1_8 Fxpiry data
N |
1
A |
1
131 Mot comsistent with docemants
1

L s e s s M el el [ e

3.2 Diedects
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Documents
Export Declaration

e Must be examined by Customs officers to distinguish risks
in @ shipment of goods
e Most are sent electronically, increasing the potential risk
that goods may not be recognized by electronic risk profiles
[ eldin Cnadide i ,Wi“*‘i’m g"mﬂ.
mpmeman /2 This invoice
o amome. " was used in
i"“."éﬁmw | smuggling
T Tihppleg Warks [ - -
ettt 1 M;:': of cocaine
el e ~ina
T — T mm Shipment of
e —— spirits
e T[4 T [ ww  Payment
WF‘:T —emE.  Tage Mmethod
oo o w«m .. \nht, U85 uuu?s CASH
ragol T | owoka [W""“ F"W a Module 4 Unit 4 Risk Indicators




High quality passenger selection criteria
which is based upon intelligence,
behavioural patterns and risk management
can have positive effects on enforcement
activities

The following risk indicators are not just for
the airport environment - they are
applicable to passengers travelling on foot,
by automobile, ships, ferries, trains, buses,
private aircraft and boats........ etc

10



1.1.1.1 Trawsler™s parsomal infomtion namna, dase of birs)
reveals alart or adverie acton

1.1.1.2 Asscdation it ksoum suspects or crizsinal

Sy o
1.1.1 3 Prencions deporiation

1.1.1. 4 Spouse'child of wpact

1.1.15 Addresses (home, ballizg, mailizeg dostmation,

a,
i

szomil. phons ot
1.1.1.5 Emargency comact

1.1.1.7 Advemalby knomn

1.1 2%

1.1_2 1 Prior refnsals

1.1.2 T Provhioms overstay

1.12 31 Foumd to ba peecked

1.1.2 4 Type mot consistent with prorposs of &ip

1.13 Commtry of
E - T

1.13.1 Diffarent them country of cittzanshin

1.1.3.2 Mot passpost dsssance ooestry

1.1 4 Carriar

1.1.4.1 No checled andior carry on bags

1.1.4 X History of o show for presous Thakis

1.1.43 Additomal ticksts prarciased by sams party

1.1.4 3 Proxmzoty of ssat 20 suspect passengsr

1.1.4 5 Lack of favelaer’s indorration o girline sywiem

1.1.5 Dostination.

1.1.5.1 Droan't axist

Incooplete o ixcom s e

1.7 Documenrs

121 Tickat

i |l
B |t
i
vt | bt

Chadioed lugpags tag attached bt mo Ingaaps

i

el ol e o

.7 Bag tags doa’'t ik

.11 Diffarent or chanaed name

_12 Issuing agent is oot bocasd 2t o near departors city

13 Uomsmal lecaiin:axpessiie roeting of bryovers

_13 Informeation doesn™t mearich traveder s siory

16 Carmier listory is sewpect

17 Class of traval dogsn ™t mach mrmaler

1E Insned for eewreatricted el

15 Trammalar 1s unamew of purchase pocs:

10 Prochased from. adversaly knows sl ageacy

1.27F Parspoat

]
1
i |
1
|
1
1
1
114 Nimneaous adrling tckets for sanse destmaton
1
1
1
1
|
1
-ﬂ

I Shows eakrple mips betuvsen maame destmatoms
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1.2.2 3 Moady ivosad

1.2.2 4 Ammal'deparhure stamps oot comsisient with sbooy

1.2 2 5 Maltiple Ademdfcation cards
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1227 Al ar doewn’t
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Intelligence may come from

Domestic or foreign police alerts
Other government agencies
Informants (confidential, crew, passengers)
Intelligence agency
Other customs officers
News reports
The passenger themselves

Lack of negative information about a passenger does not
mean that there is no risk. Many individuals with no
history of criminal or terrorism activity have been recruited
and successfully used to carry out offences
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Behavioural analysis — recognize physiological signs of
anxiety

Observational techniques - identify physical discrepancies in
appearance

Behavioural signs can include
Rapid breathing for no apparent reason

Shaking Trembling hands Cold sweats Flushed face
Pulsating carotid arteries Avoiding eye contact

Observation techniques can include

Clothing that disguises body contours Thick-soled shoes
An unnatural gait Unexplained bulges in clothing
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Hollowed out heels
and soles of shoes,
worn or carried in
luggage used to
smuggle

Several kilograms of
narcotics can be
hidden in converted
padded bras

Airport police & canine seize 20kgs of ivory & ivory products
from a
female

passenger
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Many countries require international airlines provide
advance passenger information which may include

Name Date of birth

Citizenship/nationality Passport details
Visa information

Some countries have national laws that mandate the amount
of information to be provided by the traveller

At time of booking At time of check in

Itinerary Identification of companion/s
Addresses Number of bags
Telephone number etc Bag tag numbers

Seat number
Special requests etc
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Assessing oral and documentary information, or the suspicious
lack thereof, are proven sources for developing a traveller’s risk
profile

Studying passenger’s behaviour is an effective means of
detecting potential intent for criminal activity when combined
with structured interviews

A smuggler (a courier, mule) may be prepared, coached or
trained to perform confidently. Close
attention must be paid to verbal clues

exploiting any inconsistencies that may
expose a sufficient grouping or cluster of
risk indicators

66 yr old man wearing cast because of an actual
fracture, cast was molded from cocaine
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1.583 kilograms
(109 pellets) of
cocaine was
discovered in the
shorts of a
disabled male
arriving via
commercial air

Module 4 Unit 4 Risk Indicators



Internal Carrier or Body Packing

Defined as: 'The trafficking of illicit drugs within the
gastrointestinal tract or vagina’

Body packers - ‘swallowers’, ‘internal carriers’, ‘couriers’ or
‘mules’

Body packers ingest drug packets,
commonly consisting of a latex
sheath, such as a condom or
balloon, filled with tightly packed
illicit drugs
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Criminal Organization
Tattoos

Latin Kings

(USA) Traids

Britain Mafia
(ACAB)

Vice Lords

Mara Salvatrucha
(MS-13)
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Young lady with young child arrived
in Europe from South America. Two
bottles of talc in luggage found
stuffed with over 1 kilogram of
cocaine filled condoms

Methods of concealment,
even once detected, are never completely
abandoned and will reappear time after time

'

X-ray of passengers luggage
revealed organic substance inside
» a bag. Lollipops and walnuts
' containing cocaine were found
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Primary mission of national border control
authorities
e Prevent illegal immigration
e Regulate and facilitate international trade
e Collect import duties
e Enforce trade
e Enforce drug laws
e Protect citizens, agricultural and economic interests
e Preventing entry of terrorists

Given the increasing volume of international travellers and
no matching resources it is impractical for Customs to
physically inspect every person that arrives at a port of

entry
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Complete Activity 6, 7, 8 and Activity 9
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