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Chapter Aim:

Describe the application of risk targeting 
and profiling in the Customs context
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Risk Assessment, Profiling and 
Targeting

Chapter Objectives:

You will be able to:

• Explain the steps of the Learning Circle

• List the sources of key information and 
identification of border risks

• Explain seizure analysis

• Describe the steps in developing profiles
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Risk Assessment, Profiling and 
Targeting

Chapter Objectives cont’d:

• Explain targeting and covering/targeting

• Explain the purpose of the Evaluation step

• Explain key considerations for data 
storage and security

• Describe information systems used for risk 
assessment and analysis
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Chapter at a Glance

Overview:

3.1 Learning Circle and Risk Assessment

3.2 Use of Information Technology
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Learning Circle and Risk Assessment

Risk Assessment is the overall process of: 

Risk Identification Risk Analysis 

Risk Evaluation Prioritization

Risk Assessment allows:

Concentration of effort and resources to maximize 
seizures

Facilitation of legitimate trade

Improves selectivity/targeting
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Learning Circle and Risk Assessment
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Learning Circle and Risk Assessment

Sources of key information that can assist 

Risk Assessment are: 

• Seizure reports 

• Strategic, Tactical, Operational reports of other customs 
administrations 

• Intelligence data 

• Information exchange

• Risk signals from customs/other law enforcement personnel 

• Cooperation/interviews with importing/transportation field 

• Transport documents

• Available national data bases 

• Signals and alerts 
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Learning Circle and Risk Assessment

Risk Identification is identifying 

when, where, why, how and by whom

risks can arise 

Risk identification can be subjective due to 
uncertain/unknown future events

If conducted by people familiar with holistic 
business processes and supported by 

intelligence, then experience and knowledge can 
provide an objective view of the environment
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Learning Circle and Risk Assessment
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The following 2 slides shows an example of 
Risk Identification at a Border Gate



Learning Circle and Risk Assessment
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Learning Circle and Risk Assessment

Risk Analysis is developing an 
understanding of the risk

Enables decisions about whether risks need to be 
addressed and the appropriate strategies and 

methods to control the risk

Consequences and probabilities are combined to 
determine a level of risk - high, medium or low

How likely is an event to happen? 

What are the potential consequences and their 
magnitude ?
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Learning Circle and Risk Assessment

Risk Analysis considerations

• Causes of risk 

• Sources of risk 

• Risk consequences 

• Probability of consequences occurring 

• Factors that affect consequences and probability 

• Existing risk controls and effectiveness 

• Estimation of range of potential consequences 

13Module 3 Unit 3 Risk Assessment, Profiling and Targeting



Learning Circle and Risk Assessment

Understanding how a violation of 
customs law occurred provides 

the ability to recognize 

future attempts or weakness in the 
system
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Learning Circle and Risk Assessment

Objectives of Seizure Analysis

Identify and outline the background to the seizure 

• Modus operandi, scope, scale of activity, persons involved 

Establish all subjects involved and what role they played 

• Identify persons, companies, suppliers, shippers, brokers 

Identify what aspects of the seizure are not known 

• Essentially identifying future work to fill in gap

Identify any ongoing risk to the border 

• Who was involved, and what risk do they present now 

• Who was not arrested, do they pose a threat now 

• Were false leads followed unnecessarily?
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Learning Circle and Risk Assessment

Seizure Analysis cont’d

Establish whether seizure was part of trend or pattern 

• Has it occurred overseas, in your country

• Any new smuggling method identified? 

What if any lessons can be learned from this seizure

• Do profiles/targeting criteria need refining 

• Were false leads followed unnecessarily? 
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Learning Circle and Risk Assessment
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Learning Circle and Risk Assessment

Profiling is a dynamic process that 
needs constant adjustment

• Risk Profiles

 Specific risk profiles 

 Random profiles 

• Describe 

 Risk area (eg. drugs/revenue) 

 Assessment of risk or possible risk

 Specific indicators (eg. company/persons/goods) 

 Counter-measures to be taken (means of control) 

 Period that profile is active for 
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Learning Circle and Risk Assessment
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Development and Characteristics of a Risk Profile



Learning Circle and Risk Assessment
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Risk Profile cont’d



Learning Circle and Risk Assessment
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Charting Risk Indicators at an Airport

Charting Risk Indicators at a Sea Port



Learning Circle and Risk Assessment

Profile Developing Steps 

• Collect available data from various sources 

• Evaluate, structure and chart the data

 Check and verify reliability and accuracy

 Select a chart format that allows comparison

 Itemize data elements

 Establish a computer database

• Analyse the data

 Identify common elements 

 Recognize patterns 

Movements, MOC, conveyances, flights, 
day/date/time, age/sex, routing, origin of contraband
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Learning Circle and Risk Assessment

Developing Steps cont’d

• Establish, disseminate/activate the profile 

 Customs profiling system 

 Bulletin board 

 Telephone 

Mail 

 Briefing

• Obtain feedback 

 Seizure reports 

Other written reports 

 Intelligence 

Oral reports 
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Learning Circle and Risk Assessment

Developing Steps cont’d

• Modify profile 

 Change elements as indicated by feedback 

 Profiles need regular updating

• After risk profiles active for a period of time

 Assess value 

 Input results into risk assessment process 

 Update the risk profiles 

 Identify additional investigative leads and potential 
targets for inspection 
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Learning Circle and Risk Assessment
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Example

Combating
Drug 

Smuggling



Learning Circle and Risk Assessment
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Profiling 
Example
cont’d

Combating
Drug 

Smuggling



Learning Circle and Risk Assessment

Targeting 

Prior identification of high risk goods, conveyances 
and passengers through document review, 

questioning and observation

But

As Customs becomes aware of patterns and trends 
in smuggling and create characterizations based 

upon them, the trends will change
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Learning Circle and Risk Assessment

You must be familiar with 

what is normal 

before you can recognize 

what is abnormal

28Module 3 Unit 3 Risk Assessment, Profiling and Targeting



Use of Information Technology

Advantages of IT

• Information availability 

• Improves collection, analysis, targeting, profiling 
and outcomes 

• Effective exchange of information

• Assessment of data more accurately and rapidly 

• Quick reactions to changing circumstances 

• Effective tool for risk assessment 

• Databases for transactions, movements and risk 
profiles 

• Subject declarations to selectivity filters

• Facilitate legitimate trade 
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Use of Information Technology

DATA MINING

‘the nontrivial extraction of implicit, 
previously unknown, and potentially 

useful information from data’
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Use of Information Technology

Advantages

• Identify patterns, models and relationships in data 
sets 

• Potential predictive analysis 

• Contains elements of databases, statistics, artificial 
intelligence and machine learning 

• Analyze, categorize and summarize large data sets

• Improves performance in risk identification, 
analyzing and preparation for audits/checks 

• Resource of time gained by Customs
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Use of Information Technology

Risk Management Process
Stage 1 - Risk Finding

• Risk signals collected from colleagues, other law enforcement 
organizations and own resources 

Stage 2 – Risk Analyse 

• Determine whether risk exists, how to detect and cover 

Stage 3 - Preparation 

• Allocating audit/check assignments (physical)

Stage 4 – Detection 

Stage 5 – Covering 

• Investigations determine whether risk really exist and 
appropriate measures eg. penalties/recovering duties 

Stage 6 – Evaluation

• Review and analyse results from previous stages
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Use of Information Technology

Techniques

Time Series Analysis 

Used in risk identification stage

Provides Customs with ability to search for unknown patterns, 
in order to discover new risks 

Predictive Modeling

Provides Customs with ability to produce estimations of 
unknown dependable variables - present or past

Techniques used for this method are regression analysis, 
decision trees and neural networks 
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Use of Information Technology

nCEN

WCO developed to assist Customs 
administrations collect, analyse, store and 
exchange law enforcement information and 

intelligence

• Better intelligence analysis

• Risk targeting 

• Seizure and performance management reporting 

• Resource utilization 

• Platform for enhanced co-operation/collaboration
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Use of Information Technology
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Seizures and Offences Database

Drugs Tobacco 

Precursors Currency

Beverages Nuclear materials 

Tax and duty evasion      Hazardous materials 

Pornography / Paedophilia Weapons and explosives 

CITES (endangered species of flora and fauna) 

Intellectual property rights (counterfeiting and piracy) 

Other prohibitions/restrictions eg.works of art, stolen 
vehicles, anabolic steroids, etc 



Use of Information Technology

• Database containing

Nominal Customs seizures and offences 

Suspected persons, means of transport, 
concealment and offending business entities

Concealment methods and allows exchange of   
X-ray pictures 

• Website containing alerts and intelligence 

• Application facilitating cooperation and 
communication between Customs administrations

• Information Communication Interface (Icomm) for 
data exchange between other law enforcement 
agencies 
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Use of Information Technology
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Uses modern technologies to perform 
reliable, secure and inexpensive 

operations

Internet based relying on encryption 
technology to protect communication and 

data transfers

Its characteristics are simplicity, user 
friendly, low-cost communication, rapid 

and secure 



Use of Information Technology
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Use of Information Technology

A National Valuation Database

Can be used along with other risk tools to 
assess potential risk regarding the 

accuracy of the declared Customs value 
for imported goods

Information input should reflect the 
Customs value and based on relevant 
elements from the WCO Data Model
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Use of Information Technology

WTO Agreement on Customs Valuation is a fair, 
uniformed and neutral system for the Customs 

valuation of imported goods

Valuation is the transaction value of the imported 
goods – the actual price paid/payable

Inter alia, a valuation database, can assist 
Customs to be satisfied as to the truth/accuracy 

of the value declared
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Use of Information Technology

RKC General Annex Chapter 6 defines 

Risk Assessment - “The systematic 
determination of risk management priorities by 

evaluating and comparing the level of risk 
against predetermined standards, target risk 

levels or other criteria.” 

Risk Management - “The systematic application 
of management procedures and practices which 
provide Customs with the necessary information 
to address movements or consignments which 

present a risk.” 
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Use of Information Technology

When database technology indicates the 
existence of a potential risk Customs.......

• May place the operations of a particular importer under 
scrutiny and/or monitoring action 

• Can ask the importer to provide further evidence to support 
the declared value

• Can conduct a post-importation audit of the importer

Use of databases in risk assessment can 
occur at any stage  

• Prior to lodging import declaration 

• When declaration is lodged

• Throughout the clearance process 

• After the goods have been released 
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Use of Information Technology

Usefulness of a valuation database as a risk 
assessment tool depends on the reliability and 

relevance of the data

The data in the database is generally found in the 
import declarations and supporting documents of 
previous importations but may also include other 
pertinent and reliable data for risk assessment 

purposes 
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Questions
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Activities

Complete Activity 4 and Activity 5

Module 3 Unit 3 Risk Assessment, Profiling and Targeting

 

45


