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Trade	  Facilita<on	  

Which processes 
are we going to  
improve ? 
 
(WCO Processes) 

Provide leadership, guidance and support to Customs administrations 
 

LD2.	  Use	  of	  technology	  and	  
data	  

SO1.	  Ini2a2ves	  to	  move	  
towards	  more	  facilita2on	  

SP1.	  Economic	  
Compe22veness	  Package	  

Revenue	  collec<on	  

SO2.	  Ini2a2ves	  to	  secure	  
be?er	  revenue	  collec2on	  

Protec<on	  of	  society	  

SO3.	  Ini2a2ves	  to	  ensure	  
be?er	  protec2on	  of	  society	  	  

SP2.	  Revenue	  Package	  

What does WCO 
want to achieve ?  

(Results) 

What do our key 
users (Customs  
administrations) 
need ? 
 
(Members) 

LD3.	  Raise	  profile	  of	  WCO	  	  
and	  promote	  Customs’	  role	  

SP5.	  Joint	  opera2ons	  and	  
exchange	  of	  informa2on	  

SP7.	  Technical	  assistance	  
and	  capacity	  building	  for	  

implementa2on	  of	  
interna2onal	  standards	  

SP6.	  Sharing	  of	  knowledge	  
and	  best	  prac2ces	  

ORGANIZATIONA
L	  CAPACITY	  	  

	  
(WCO	  Needs)	  	  

What do we need 
to support WCO 
processes ?  
(WCO Learning 
and Development) 

ORG2.	  Use	  of	  
budget	  resources	  
and	  accountability	  	  

ORG1.	  Specialized	  
and	  focused	  work	  

alloca2on	  	  

SP3.	  Compliance	  and	  
Enforcement	  Package	  

SP8.	  Technical	  assistance	  
and	  training	  on	  people	  

development	  

LD1.	  Research	  and	  Analysis	  

SP4.	  Organiza2onal	  
Development	  Package	  

International standards       Cooperation                 Capacity Building 

Strategic Map   



www.wcoomd.org 



Coordinated Border Management 
 
q  Single Window 
q  Digital Collaboration 
q  Institutional Cooperation     

 
Safety and Security 

q  Security Program 
q  Illicit Trade 
q  Intelligence-based control 
 

 

 
 

 

Priorities and emerging trends 
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Revenue	  Collec<on	  of	  Import	  Taxes	  (du<es	  &	  excise)	  	  

Protec<on	  of	  Economic	  Interests	  (domes<c	  industry)	  

Protec<on	  of	  Society	  (health,	  safety,	  drug	  trafficking,	  firearms,	  
environment,	  etc.)	  

Economic	  Development	  (trade	  facilita<on)	  

Security	  (terrorism,	  
supply	  chain)	  

World Customs Organization, Security Programme 

Customs	  Role	  -‐	  Security	  



Customs	  Contribu2on	  
•  Risk and threats 

•  Supply and traveler chains as the main context 
•  What can happen? 

•  Understanding of international trade and travel  
•  Intelligence enabled and information based 

risk assessment and targeting scenarios  
•  Customs powers 

Customs can significantly contribute to national 
security 

•  Role of Customs  
Lead vs. support 



Strategic	  Level:	  
Punta	  Cana	  Resolu2on	  
WCO	  Security	  Strategy	  
Opera<onal	  Level:	  
WCO	  Security	  Programme	  ac2vi2es	  and	  
ini2a2ves	  
WCO	  Opera2ons	  –	  CHIMERA	  &	  COSMO	  2	  
	  

Security:	  What	  is	  the	  WCO	  doing?	  



Punta	  Cana	  Resolu2on-‐	  Customs	  
Security	  Mandate	  

In	  December	  2015,	   the	  WCO’s	  Policy	  Commission	   issued	  a	  
very	  significant	   resolu2on	  with	   respect	   to	   the	  security	   role	  
of	  customs.	  
Key	  points:	  
•  Include	  security	  in	  their	  mandate	  and	  strategic	  plans.	  
•  Coopera2on	   at	   na2onal,	   regional	   and	   interna2onal	   level	  

between	  Customs	  authori2es	  and	  other	   law	  enforcement	  
authori2es.	  	  

•  Use	   the	   full	   extent	   of	   the	   law	   to	   secure	   an	   appropriate	  
level	  of	  punishment	  (deterrent).	  

•  Provide	   financial	   support	   to	   ensure	   that	   Customs	  
authori2es	   can	   contribute	   to	   WCO	   Security	   Programme	  
ac2vi2es.	  

•  Make	   Use	   of	   the	   available	   WCO	   Security	   Programme	  
training	  and	  reference	  materials.	  	  	  



Where	  can	  coordinated	  Border	  
Management	  Work?	  

Composi<on	  
•  Passenger	  Informa2on	  Units	  
•  Port	  Control	  Units	  
•  Joint	  control	  team	  
•  Border	  Agencies	  or	  virtual	  

units	  
What	  other	  agencies	  are	  
involved?	  
What	  are	  the	  ToR’s	  /	  SoP’s	  

Tasks	  
•  Passengers	  Targe2ng	  
•  Freight	  Targe2ng	  
•  Interdic2on	  of	  passengers	  
•  Freight	  examina2on	  –	  

Explosive,	  IED	  precursors,	  
CT	  risks	  

•  Radiological	  Nuclear	  
detec2on	  

	  Customs:	  lead	  or	  support?	  	  
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Risk Management 
Compendium

Post-Clearance 
Audit

 Guidelines

COPES

TOOLS

Risk Area-
Specific 

Tools

GOL 14 

Sports goods 

GOL 14 

Sports goods 

IPR Cocaine

Cocair V

Environment 

Strategic goods

Chimera, 
GS MENA 

Methamphetamine







OPERATIONS

Westerlies 4

Tobacco

Gryphon II, 
Pegasus 

Acim II, Action IPR, 
Mirage, PangeaXI

Save « REP »,
Wisdom

Customs-to-
Customs

International 
Partners

Other Border 
Agencies

Customs-to-
Business

PARTNERSHIPS

Revenue! Security! IPR, Health 
and Safety!

Drugs! Environment! Emerging!
Risks!

HIGH-RISK AREAS FOR CUSTOMS ENFORCEMENTRILOs


CENcomm

NETWORKS & 
TECHNOLOGY

CTS

nCEN


IRIS

CEN

IPM



...technology for better 
 Customs enforcement  

& 

WCO	  tools	  	  

& 

& 



•  Customs	  
Administra2ons	  

•  Customs	  
Administra2ons	  

•  Customs	  
Administra2ons	  

•  External	  Organiza2ons	  

WCO	  Customs	  Enforcement	  
Network	  Applica<ons	  



CEN 
Applications 

CEN 
Website 

Information can only be transferred 
between applications manually by the 
owner of the information 

External	  
Organiza<ons	  

External	  
Organiza<on
s	  

Customs	  
Administra<on
s	  

Customs	  
Administra<ons	  

Customs	  
Administra<ons	  

WCO	  CEN	  Applica2ons	  



§  CEN	  is	  managed	  by	  the	  WCO	  while	  nCEN	  is	  managed	  at	  the	  na2onal	  level	  

§  Non-‐nominal	  part	  of	  the	  data	  can	  be	  transferred	  between	  the	  nCEN	  and	  the	  CEN	  
automa2cally	  with	  the	  use	  of	  Icomm	  

Global	  system	  containing	  
non-‐nominal	  data	   Na<onal	  system	  containing	  

nominal	  data	  

§  Seizures	  and	  offences	  

§  Photos	  
§  Seizures	  and	  offences	  

§  Suspects	  

§  Companies	  

§  Photos	  

CEN	  and	  nCEN	  



§   No link between the two applications 

§  Information can only be transferred between the applications 
manually by the owner of the information 

secured	  communica<on	  
tool	  for	  opera<onal	  
purposes	   system	  with	  a	  database	  	  

(non-‐nominal)	  and	  other	  
enforcement	  tools	  	  



Projects	  
Opera<ons	  

Communica<on	  Plaaorm	  

Customs	  	  
Administra<ons	  

Other	  Law	  	  
Enforcement	  
Agencies	  

Private	  Sector	  

}  Real time secure communciation  platform 
}  Generally created for operational (short term) use 
}  Exchange of nominal information possible  
}   export/upload of non nominal information from 
    CENcomm to CEN database 
}  Different level of access granted 
}    Library / MS Access Database / Operational Statistics 

  



CENcomm	  
 
}  Secured https:/ communication platform with personal 

login and password 
}  Encrypted data storage on the WCO server 
}  Only accessible for closed user groups during their 

active operation/project 
}  Operational Coordination Unit (OCU) to be setup  

worldwide if internet connection is available 
}  Available in English, French, Spanish, Portuguese, 

Russian, Dari and Urdu 



INTERPOL	  
database	  ICIS	  

CENComm	  use:	  
1.  Intelligence	  informa2on	  
2.  Warning/feedback	  
3.  Seizures/arrests	  
4.  Daily	  reports	  	  

I – 24/7 

Immigration 

WCO 

Others 

Opera<onal	  Coordina<on	  Unit	  	  	  
(OCU)	  	  WCO	  

I – 24/7 

CENComm 

Customs 

Police 

Immigration 

Others 

NCB 

Customs 

Police 

Immigration 

Others 

Customs 

Police 

Immigration 

Others 

NCB NCB 

Na<onal	  contact	  Point	  (NCP)	  
country	  	  A	  

I – 24/7 

NCP 1 NCP 2 NCP  3 

I	  24/7	  use:	  
1.  Queries	  
2.  Data	  	  storage	  (NCB)	  

I – 24/7 

CENComm 

OCU 

Na<onal	  contact	  Point	  (NCP)	  
country	  	  B	  

Na<onal	  contact	  Point	  (NCP)	  
country	  	  C	  

Operational Communication  

INTERPOL 

Analyst 

WCO 



Possibility to choose  the language  in which the 
application/templates will be displayed!  

Automatic email to the user’s personal 
email account to inform them that there 
is a new message or a new document in 
the library 

CENcomm	  



CENcomm	  



CENcomm	  mailbox	  
}   Enables to send multiple attachments of up to 10 MB  (all 

type of files) 
}  Enables to see if your message was already read by the 

recipients 



}  To create folders e.g. for feedback, seizure or warning 
messages 

}  To reply to warning message with the feedback or a seizure 
message 

CENcomm	  mailbox	  



CENcomm	  Templates	  
WARNING 

FEEDBACK 

SEIZURE 



CENcomm	  Library	  

}  Possibility to create folders for newsletters, messages 
etc.  

}  Upload of up to 10 MB (all types of files) 
 



}   Automa2c	  crea2on	  of	  	  (daily)	  newsle?ers	  –	  containing	  	  
	  opera2onal	  sta2s2cs,	  seizures	  informa2on	  (including	  	  

	  	  	  	  	  photos),	  involvement	  of	  interna2onal	  organiza2ons,	  	  
informa2on	  from	  other	  partners/LEAs	  etc.	  

}  	  Allow	  CUG	  organizer	  to	  create	  and	  reset	  passwords	  	  
	  	  	  	  	  	  related	  to	  their	  group	  (OCU+).	  
}  	  OCU	  able	  to	  create	  and	  ACCESS	  database	  of	  seizures	  at	  any	  	  	  	  	  	  	  	  	  
2me	  of	  the	  opera2on.	  

}  	  ‘Close	  Case’	  func2on	  –	  if	  a	  warning	  message	  has	  	  
	  	  got	  a	  feedback	  or	  a	  seizure	  message	  linked	  to	  it,	  	  the	  OCU	  	  	  	  	  

	  	  	  	  	  	  should	  see	  the	  message	  as	  closed.	  
}  	  	  response	  2me	  for	  warning	  message	  included.	  

CENcomm	  func<onality	  



	  IRIS	  applica<on	  



}  Iris	  collects,	  aggregates,	  validates	  and	  displays	  open	  source	  Customs-‐related	  
informa2on	  

}  Iris	  searches	  selected	  open-‐sources	  for	  customs	  related	  informa2on	  based	  on	  
automated	  and	  manual	  search	  criteria	  

}  The	  applica2on	  displays	  the	  most	  relevant	  hits	  on	  a	  graphical	  world	  map	  

}  Database	  provides	  detailed	  searches,	  analysis	  and	  data	  mining	  to	  MS	  

}  database	  of	  informa2on	  to	  enhance	  customs	  analysis	  and	  risk	  assessment.	  	  

}  Tool	  for	  to	  get	  situa2onal	  awareness	  

}  Accessible	  for	  customs	  administra2ons,	  intelligence	  analysts	  and	  opera2onal	  
front-‐line	  officers	  

}  Medium-‐	  to	  long-‐term	  goal	  of	  Iris	  is	  for	  the	  WCO	  to	  become	  global	  hub	  for	  
customs	  and	  border-‐related	  informa2on	  sharing	  

	  IRIS	  applica<on	  



	  CLiKC	  e-‐learning	  modul	  



� Volume	  1:	  	  
	  Principles,	  framework,	  
process	  for	  managing	  risk	  

� Volume	  2:	  (Members	  
only)	  
	  Opera<onal	  risk	  
management,	  tools	  and	  
instruments	  

� Common	  part:	  	  
	  Introduc<on,	  glossary	  

Adopted	  by	  the	  Council	  in	  June	  2011	  “Our	  approach	  to	  Risk	  Management”	  
Available	  through	  WCO	  Web	  site	  Remains	  a	  living	  document	  

WCO	  Customs	  Risk	  Management	  
Compendium	  



	  	  (Adopted	  by	  the	  Council	  in	  2012)	  

Ø  Volume	  1	  :	  	  
	  Benefits,	  
	  Strategic	  
development	  and	  
Implementa2on	  of	  
PCA	  

	  

Ø  Volume	  2	  (restricted):	  	  
Opera2onal	  guidance	  
on	  conduc2ng	  on-‐site	  
audits	  

Theore2cal	  background:	  

	  	  PCA	  Guidelines	  



COPES	  
Compendium	  of	  Customs	  Opera<onal	  
Prac<ces	  for	  Enforcement	  and	  Seizures	  

Key	  words:	  
•  Customs	  –	  Police	  coopera<on	  prac<ces	  	  
•  How	  to	  turn	  Customs	  seizures	  into	  Police	  cases	  



      Networks	  &	  Technology	  
RILOs



CENcomm

NETWORKS & 
TECHNOLOGY

CTS

nCEN


IRIS

CEN

IPM
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WCO Regional Intelligence Liaison Offices 
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The	  RILO	  network	  Recommenda<ons:	  
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Produce	  periodic	  intelligence	  bulle2ns	  containing	  informa2on	  on:	  
	  
Ø 	  	  	  Seizures	  of	  global	  and	  regional	  relevance	  
Ø 	  	  	  Regional	  trend	  analysis	  
Ø 	  	  	  Regional	  analy2cal	  reports	  
Ø 	  	  	  Produce	  intelligence	  alerts	  and	  intelligence	  profiles	  and	  	  
Ø 	  	  	  Implement	  target-‐oriented	  intelligence	  analysis	  projects	  
	  
Two	  or	  more	  RILO	  offices	  o/en	  work	  together	  to	  address	  inter-‐regional	  
opera;ons	  and	  projects.	  	  Through	  the	  WCO	  commiAee	  structure	  
endorsement,	  the	  RILO	  network	  also	  engage	  in	  Global	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
opera;ons	  and	  projects.	  	  	  	  	  	  

The	  RILO	  network	  Recommenda<ons:	  



•  Customs-‐to-‐Customs	  (C-‐2-‐C)	  
–  Partnerships	  between	  Customs	  administra2ons	  

•  Customs-‐to-‐Business	  (C-‐2-‐B)	  
–  Partnerships	  between	  Customs	  and	  Private	  Sector	  en22es	  

•  Customs-‐to-‐Other	  Border	  Agencies	  (C-‐2-‐OBA)	  
–  Partnerships	  between	  Customs	  and	  other	  governmental	  agencies	  

with	  border	  management	  responsibili2es	  

•  WCO-‐to-‐Interna<onal	  Governmental	  Organiza<ons	  (C-‐2-‐IGO)	  
–  Partnerships	  between	  WCO	  and	  other	  IGOs	  to	  facilitate	  global,	  

regional	  and	  na2onal	  border	  management	  and	  law	  enforcement	  
coopera2on	  

	  

Partnerships	  



Instruments	  for	  Coopera<on	  
 

 
a)  Recommenda2on	  	  of	  	  the	  Council	  on	  Mutual	  

Administra2ve	  Assistance	  (December	  1953)	  

b)  Interna2onal	  Conven2on	  on	  Mutual	  Administra2ve	  
Assistance	  for	  the	  Preven2on,	  Inves2ga2on	  and	  
Repression	  of	  Customs	  Offences,	  Nairobi	  Conven2on	  
(June	  1977)	  

c)  Model	  Bilateral	  Agreement	  on	  Mutual	  Administra2ve	  
Assistance	  in	  Customs	  Ma?ers	  (June	  2004)	  
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THANK	  YOU	  FOR	  YOUR	  ATTENTION	  
	  

 
 

James.McColm@wcoomd.org 
 

  


